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MASTER Platform as a Service Agreement 
[(], a [(], Company, with a capital of [(]euro, registered with the Corporate and Trade Register RCS [(], whose registered office is located at [(], and acting [(],;

Represented by [(], acting in his capacity as [(],  

hereinafter referred to as “Client” or “Customer”,
ON THE ONE HAND,

AND
SAINT GOBAIN GROUP DIGITAL & IT INTERNATIONAL a Société par Actions Simplifiée, whose registered office is located at 12, place de l’Iris 92400 Courbevoie, under the RCS of Nanterre under the number 815 144 316;
Represented by [(] acting in his capacity as [(], 

hereinafter referred to as “PaaS Provider” or “GDI”
ON THE OTHER HAND, 
hereinafter referred to collectively as the “Parties” or severally as the “Party”.
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WHEREAS:

Saint-Gobain Group Digital & IT International (hereinafter “GDI”) has implemented a platform as a service (“PaaS”) named “XR Platform” for the purpose of developing virtual reality applications that aim to provide end-customers with immersive experiences with regards to Customer’s products or services. 

Thus, GDI shall grant the Customer a license to access and use the Platform in accordance with the terms set out herein, in order to enable Authorised Users to develop Applications as defined hereunder. 
NOW THEREFORE, THE PARTIES AGREE AS FOLLOWS:

1. DEFINITIONS

“Account”: shall designate the Customer administrator account (accessed with a username and password) for managing the Customer access to the Platform;

“Affiliate”: means, in relation to a Party, any present or future other entity that directly or indirectly controls, is controlled by, or is under common control with such a Party, and “control”, for the purposes of this definition, means direct or indirect ownership of, or rights to direct, more than 50% of the voting interests of the relevant entity. For the purpose of this Agreement, an Affiliate shall place an Order with an Agency for the development of an Application.
“Agency” means the third-party agency which is responsible for providing the Service as described in Annex 6.
“Agreement”: shall designate the Master Agreement together with its annexes, potential amendments and order;
“Application” shall mean the application Code developed by an Authorised User on the basis of the Framework available on the Platform. Ownership of the Application shall be granted upon delivery of such Application to the Affiliate.
“Authorized User”: shall designate the individuals who are entitled to access and use the Platform by using an Account in accordance with the terms of the Agreement as well as the Terms of Use as stated herein;

“Confidential Information”:  shall mean all information and documents disclosed, transmitted or made available to the receiving party (whether PaaS Provider or Customer) during the performance of this Agreement such as, but not limited to: Customer Content;

“Customer Content”:  shall mean the data belonging to the Customer which is uploaded and managed on the Platform.
“Data”: shall designate all Customer data uploaded on the PaaS Provider’s servers and which may include personal data as per the meaning of the Data Protection Act;
“Documentation”: shall designate any written documentation, provided by the PaaS Provider pertaining to the Platform;
“Data Protection Act”: shall designate the French data protection Act of January 6, 1978 as further amended at the date of execution of this Agreement, together with any deriving regulation and the EU Directive 95/46 of October 24, 1995 and the EU General Data Protection Regulation (“GDPR”);
“Framework”: shall means the template available on the Platform that can be downloaded by a User from the XR Platform via a “Unity Package”.

“Intellectual Property Rights” or “IPR”: means all patents, registered trademarks and designs, copyright or droits d’auteur, applications for any of the foregoing, trade and business names, unregistered trademarks, database rights, sui generis rights, rights in designs (whether registerable or not), inventions, discoveries, concepts, improvements to existing technology, processes, know-how and rights of the same or similar effect or nature;
“Personal Data”: shall have the meaning set in article 4 of the GDPR;

“Services”: means all the services related to the Platform provided by GDI under this Agreement. These Services shall be described in Annex 1;

“Software”: means the standard software(s) developed and published by GDI that is included within the Services. The Software shall be integrated into the Service but shall remain the property of the publisher. 
“Order”: means the document enabling the ordering of a Service;

“Platform” or “XR Platform” means the platform as described in Annex 1 which is made available by GDI to an Affiliate for the purpose of enabling Authorised Users to create virtual reality applications for the benefit of Affiliates. The Platform encompasses the Framework and the Playbook. 
“Playbook” means the Playbook that describe as described in Annex 1 which is made available by GDI to an Affiliate for the purpose of enabling Authorised Users to create virtual reality applications for the benefit of Affiliates. The Platform encompasses the Framework and the Playbook. 

“Virtual Reality Agency” or “Agency” means the third party development agency acting as Customer’s subcontractor. Virtual Reality Agency’s employees are deemed Authorised Users under this Agreement. 
2. PURPOSE
The purpose of this Agreement is to define the terms and conditions under which GDI: 

· grants to the Customer a right to access and use the Platform in accordance with the terms set out in Annex 3;
· authorises Authorised Users to download and use the Framework for the purpose of developing Applications. 

The conditions of access and use of the Platform by an Authorised User shall be governed by the Terms of use set out in Annex 2. 
In addition, the conditions applicable to the license to use the Framework are defined in Annex 3.

This Agreement is aimed at governing any and all relationships between the Parties in relation to the purpose. 
Therefore, the general terms and conditions of sale, as well as any other documents of the Parties are hereby excluded.
3. CONTRACTUAL DOCUMENTS

This Master Agreement contains the general terms and conditions which shall only apply to the extent the Customer has placed an order.
Consequently, the execution of this Agreement is governed by the set of documents listed hereafter beginning with the document with the highest priority:

· this Master Agreement and its amendments,
· The following annexes to the Master Agreement: 

· Annex 1:
Description of the Platform
· Annex 2:

Terms of use of the Platform
· Annex 3:

Framework licensing terms
· Annex 4:

Security Policy 
· Annex 5: 
Data Processing Agreement
· Annex 6: 
Template for IT Services Agreement
and their amendments as the case may be;
· Order(s)and their amendments as the case may be.
In the event of conflict, the order of precedence above prevails. For the avoidance of doubt and in the event of inconsistency, the body of the Master Agreement shall prevail over its Annexes unless specified in a specific article within the body of the Master Agreement. 

The Agreement may not be modified, supplemented, or amended except by formal amendments signed by the duly authorized representative of each Party.

4. TERM 

The Master Agreement shall come into force at the last date of signature by either one of the Parties, for an undetermined term/period of  [(] years/months. 
No order shall be placed after the date of expiration of the Master Agreement. For the avoidance of doubt, any order placed prior to the date of expiration of the Master Agreement shall remain in full force, and the terms of this Master Agreement shall remain applicable for purposes of executing that order, until such order is expires or is terminated.

Each order shall have a term as defined in such Order. 
5. SERVICES PERTAINING TO THE PLATFORM
GDI grants the Customer a worldwide non-exclusive, non-transferable right for the duration of a given Order, to allow its Authorized Users to access and use the Platform described in Annex 1 in accordance with the terms of use set out in Annex 2.  
In particular, the right to use is granted for the sole and exclusive purpose of allowing the Customer and the Agencies its Authorised Users to use the Services, to the exclusion of any other purpose. Customer shall not, under any circumstances, make the Services available to a third party except as authorised under this Agreement.

The Parties agree that all Intellectual Property Rights in or to the Platform (including its updates and updates) and/or the resulting from the execution of the Services are the sole property of GDI. Except as expressly stated herein, this Agreement does not grant to the Customer any Intellectual Property Rights in respect to the Platform (including its updates and upgrades) and/or the Services.
In addition, the Customer shall not, and shall ensure that its Authorised Users shall not:

· Attempt to duplicate, modify, sub-licence, copy, distribute, market, lease, lend, commercially exploit, sell or give away any portion of the Platform; or 
· Attempt to reverse compile, decompile, disassemble or reverse engineer the Platform; or

· Transfer, temporarily or permanently, any of its rights under this Agreement; or

· Attempt to obtain, or assist others in obtaining, access to the Platform, other than as expressly provided in this Agreement.
Customer’s access to the Platform shall be limited to the maximum number of concurrent Authorised Users identified in the applicable order.  

Each Customer shall be responsible for its Customer Content.

6. MAINTENANCE SERVICES 
From time to time, GDI shall provide maintenance services that may affect the proper functioning or availability of the Platform. GDI shall provide its best efforts to provide a reasonable notice prior to such maintenance services. 
7. PROTECTION OF DATA
GDI shall preserve the integrity and confidentiality of the Data uploaded by the Customer on the Platform.
For the purpose of this Agreement, GDI is a “Data Controller” as per the meaning given by the article 4 of the GDPR. 
The hosting of Personal Data shall be on the European Union territory.

8. SECURITY
GDI ensures that it shall implement security measures and undertakes to maintain such level of security at its cost during the term of the Agreement.

In addition, Customer shall access the Platform in compliance with the Security Policy described in Annex 4. 

Access to the Platform by Authorized Users shall be subject to the use of unique and personal user names associated with personal passwords. The users’ identification shall be personal and confidential. The Customer is informed that the purpose of such identification is to limit the access to the Platform to Authorized Users only. The Customer undertakes to implement any internal communication it deems necessary to inform Authorised Users that such information is confidential.
9. PARTIES’ GENERAL OBLIGATIONS

9.1 PaaS Provider’s obligations

The PaaS Provider undertakes to perform the Services in accordance with the terms of this Agreement.

In particular, the PaaS Provider undertakes that the Platform shall comply with its Documentation. 

9.2 Customer obligations 

Customer shall comply with the contractual obligations stated in the Agreement.  

In particular, Customer shall: 

· Provide GDI with all information and documents required for the proper execution of this Agreement;

· Ensure that it does not introduce any malware, virus, Trojan horses, etc. when accessing and using the Platform; 

· Where applicable, obtain authorization from third parties to enable GDI to provide the Services;

· Where applicable, provide adequate personnel and notably staff members that are competent as a point of contact for the provision of the Services; 

· Be responsible for the protection of its Data, and particularly, ensure backups of all the Data; 

· Implement adequate safeguards with regards to security (including IT and cyber security) risks, and implement anti-virus protection (and update any applicable software on a regular basis);

10. AUDIT

GDI may, once a year and subject to a prior notice of five (5) days, carry out or have an independent duly appointed third party established on the market for its auditing functions and bound by a strict obligation of confidentiality, an audit in order to ensure the compliance of the Customer with the obligations set forth in this Agreement. 

11. CHARGES AND INVOICES
It is agreed between the Parties that access and use of the Platform is free of charge, unless otherwise agreed upon between the Parties in the Order. 

12. TERMINATION
12.1. Termination of an Order or the Master Agreement
12.1.1. Cases of termination

Each Party may terminate in the following cases:
(a) In the event of a breach (i) immediately by written notice by registered letter receipt requested to the other Party if the breach is not capable of being remedied; or (ii) if capable of remedy, it has not been remedied within thirty (30) business days of receiving written notice by registered letter receipt requested requiring it to do so. 
(b) To the extent permitted by applicable law, if the other Party is subject to (i) out-of-court settlement (mandat ad hoc et conciliation)(under articles L. 611‑3 and seq of the French Commercial Code, (ii) court-ordered bankruptcy (sauvegarde et redressement judiciaire), court-ordered liquidation (liquidation judiciaire), court-ordered sale (cession totale de l'entreprise) under articles L. 620‑1 et seq of the French Commercial Code, or (iii) any bankruptcy, insolvency, assignment for the benefit of creditors, appointment of receivers and managers, or analogous proceedings under laws of any jurisdiction.
(c) If a force majeure event as defined hereafter continues to affect the provision of the Services by GDI for more than twenty (20) consecutive calendar days. In the case of a force majeure event, the Parties will as far as practicable meet and discuss the impact of such force majeure event in accordance with the governance process in article 18.
12.1.2. Continuity
As from each notice of termination and until the date of termination, both Parties must perform their obligations in accordance with the terms of the Order / the Agreement. 
12.1.3. Survival

The obligations that by their nature continue after the end of the Order / the Agreement until such obligations have been completed shall survive the termination or expiration of the Agreement.
13. INTELLECTUAL PROPERTY RIGHTS

Each Party shall retain all Intellectual Property Rights in and to its pre-existing resources, works, tools, methods, or know-how (hereinafter a “Party’s Background IPR”). 

Any third party shall retain all rights in and to its IPR, its pre-existing works and to any extension or modification to its owned, leased or licensed software or tools used in connection with the Services (the "Third Party Materials"). 

Each Party shall at its own expense obtain (and maintain throughout the Term) all required licenses, approvals, consents, permits or authorizations/assignments (including transfer or right to use as the case may be), and pay related fees or taxes, as required by applicable law, for Third Party Materials of its third parties as are necessary for the use of the other Party for the provisioning of the Services and to fulfil its obligations under the Agreement.
14. WARRANTY - LIABILITY – INSURANCE

14.1. Warranty

GDI warrants that the Services will be performed according to the provisions of this Agreement hereto.
Each Party shall indemnify and hold harmless the other Party from and against any third party claims and/or actions and/or proceedings relating to the execution of the Agreement, whatever the grounds of said claims and/or actions and/or proceedings may be, used by a Party under the Agreement, and shall bear all the other Party’s attorneys fees, damages and indemnities which may result from such claims and/or actions and/or proceedings against that Party. 

As a condition of this indemnity the infringing Party shall:

· notify the other Party as soon as possible in writing of any allegation of infringement;

· make no admission relating to the infringement; and

· allow the other Party to conduct all negotiations and proceedings and transfer to the infringing Party all information in its possession in relation with the claim.

Notwithstanding the above, GDI shall have no liability of any kind whatsoever with respect to any claim, action or proceeding relating to Software to the extent that such claim, action or proceeding exclusively arises out of or in connection with (i) the combination by Customer of the Software with any third party hardware, software and/or system(s) not supplied by GDI or not in compliance with the instructions provided by the SaaS Provider, (ii) the use by Customer of Software not in compliance with the instructions provided by Operator, or (iii) any modification and/or other alteration of the Software by Customer when expressly not advised or not recommended by SaaS Provider. 

It is expressly agreed between the Parties that GDI excludes any warranty of quiet enjoyment in favor of the Customer against infringement actions that may be brought in respect of the use, modification, and redistribution of open-source software. 

To the maximum extent permitted by applicable law, the Platform and the Framework are provided “as is” and “as available”, with all faults and without warranty of any kind and PaaS Provider hereby disclaims all warranties and conditions with respect to the Software, either express, implied or statutory, including but not limited to the implied warranties and/or conditions of merchantability, satisfactory quality, fitness for a particular purpose, accuracy, quiet enjoyment, and non-infringement of third party rights. 

No oral or written information or advice given by PaaS Provider shall create a warranty. 
14.2. Liability

GDI, its directors, employees and suppliers cannot, under any circumstances, be liable vis-à-vis the Customer for any damage whatsoever which is not the direct and immediate consequence of a material breach of their contractual obligations that would be attributable to them. In particular, GDI shall not be liable for indirect damage, such as loss of earnings, loss of profit, loss of turnover or loss of customers, even if PaaS Provider was advised of the possibility of such damage. 

GDI’s total liability, its directors, employees and suppliers vis-à-vis the Customer, whatever the legal basis (contractual, tort, etc.) for any given claim is limited to the total amount invoiced to the Customer in the twelve (12) months prior to the receipt of the complaint by GDI.

It is agreed between the Parties that GDI shall not be held liable in case the Data is destroyed by the Customer or a third party who accessed the Services via the logins provided by GDI. 

14.3. Insurance

GDI shall implement and maintain professional liability insurance for damages resulting from any acts or omissions by GDI in the performance of the Agreement.

15. FORCE MAJEURE

The Parties agree that in case of a force majeure event, as determined by French law, the affected Party shall notify in writing the other Party of the force majeure event and provide evidence of the force majeure event within three (3) business days following its occurrence. This notification shall specify which provisions are made to remedy and mitigate the consequences of the force majeure event. The affected Party shall take all reasonable steps to limit its effects and duration.

The obligations suspended shall resume as soon as possible after the effects of the force majeure event have ceased.

In the event that the force majeure event lasts more than twenty (20) calendar days, the affected Order may be terminated in the conditions set forth in article 12.
16. ASSIGNMENT

The Parties declare that the Agreement has been concluded "intuitu personae". Neither of them is authorised to grant, transfer or assign all or part of its rights and obligations under the Agreement without prior written approval of the other Party.

However, each Party is entitled to transfer and assign the Agreement to any Affiliate. 

17. SUBCONTRACTING

GDI shall be entitled to sub-contract all or substantially all of its obligations under the Agreement.

Customer is entitled to allow its Agencies subcontractors to access and use the Platform for the sole purpose described in this Agreement.

18. CONFIDENTIALITY

During the term of this Agreement and five (5) years after its termination or expiration, each Party (i) agrees that it will treat as confidential and it will not distribute, disclose or disseminate to any third party, all Confidential Information, and (ii) it will not use such Confidential Information disclosed hereunder for any other purpose than the performance of the Agreement, and (iii) it will protect such Confidential Information at least as securely as its protects its own proprietary and confidential information.

However, the receiving party may disclose Confidential Information, to (i) the Affiliates, (ii) its consultants, advisers who need to know the same, provided that such consultants or advisers are bound by obligations of confidentiality equivalent to those set out in this Agreement, and (iii) where disclosure is required by law, by a court of competent jurisdiction or by a regulatory body with authority over its business.

The obligation of confidentiality shall not apply to Confidential Information that:

(i) is in or enters the public domain, provided this is not a result of a breach to this Agreement or any duty of confidentiality; or

(ii) is or has been already possessed by the receiving party prior to disclosure by the disclosing party and where the receiving party was at the time of such disclosure free to disclose it to others; or
(iii) is information that is independently originated by the receiving party or acquired by the receiving party from a third party in circumstances in which such party is free to disclose it to others; or
(iv) is already known to the receiving party at the time of its disclosure.
To the exception of personal data which are governed by specific provisions of this Agreement, any and all other Confidential Information shall be permanently deleted within the latest of: the completed reversibility or migration date, or five (5) months following the term or termination of this Agreement.

19. LANGUAGE

The official language of the Agreement is English, which shall prevail over any other language used in any translated document.

20. MISCELLANEOUS

20.1. Announcements and publicity

The Customer agrees not to use the Agreement for publicity or commercial purposes and/or the promotion of its own image, or any other type of announcements without GDI DSI’s prior approval in writing. The Customer agrees not to use GDI DSI’s name, logo and trademarks without GDI DSI’s prior approval in writing. Any request for announcements or publicity sent by the Customer must be presented for GDI DSI’s approval with the support for this reference and the nature of distribution.

20.2. Headings

If any of the headings of the provisions herein are inconsistent with the terms of the related clause, they shall have no effect.

20.3. Non-Waiver

Failure by one of the Parties to enforce any clause of the Agreement, whether permanently or temporarily, shall under no circumstance be construed as a waiver of the rights of the said Party under the said clause.

20.4. Notices

A notice under or in connection with this Agreement must be in writing, and (i) delivered personally or (ii) sent by registered letter with acknowledgement of receipt or (iii) sent by registered mail or by fax with acknowledgement of receipt, to the Party due to receive the notice at its registered office as specified in this Agreement or to another address, person, or fax number specified by the receiving Party.

20.5. Divested Affiliates 

In the event that an Affiliate is no longer an Affiliate of the Saint-Gobain Group (referred to as “Divested Affiliate”), it shall inform GDI promptly of such situation.

In such case, the Divested Affiliate shall no longer be entitled to access the Platform or use the Framework.

21. APPLICABLE LAW – JURISDICTION

This Agreement (including any Order) is governed by, and shall be construed in accordance with French law without regards to its conflicts of laws principles.

Any dispute arising out of the interpretation, performance, expiry or termination of an Order and/or the Agreement which is not solved amicably within sixty (60) days shall be brought before the competent courts of Paris which shall have exclusive jurisdiction to settle the dispute regardless of where the Service is performed or the domicile of the defendant. The Parties expressly agree that this clause also applies in case of summary procedure, multiple defendants or appeals.

This Agreement is signed in two (2) originals,

In Courbevoie, on………
Customer                                             

SAINT GOBAIN GROUP DIGITAL & IT INTERNATIONAL 
M. -----------------------------
XXXXX,
---------------------------------
XXXXXX
Signature
Signature
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The XR-platform is composed of 2 components: 

1. A Unity 3D Framework

2. A Playbook

The Framework is provided through the platform GitLab. The access to the XR-Platform repository on GitLab is managed by Saint-Gobain. The limitations of access, of quantity, of users are those of GitLab. There are no limitations of downloads.

The Framework is called UXT which stands for Unity eXperience Template. This is a flexible template of a Unity Project for quickly developing multiuser Virtual Reality applications.

UXT contains state-of-the-art modules, delivered as Unity Packages, which will simplify and accelerate the development of XR Apps by providing high-end and reliable functionalities for:

· Network implementation between VR headsets;
· Avatars representation with hands gesture recognition;
· Menu Template for easiest and fastest programming of a specific menu;
· Contents Integration recommendations;
· Analytics functionalities to automatically register VR sessions data.
UXT comes with a full documentation intended for Unity developers, allowing to immediately start the development of an XR App.

The complete updated documentation to use the Framework is available in the XR-Platform GitLab repository. 
The Playbook is a website. It describes the methodology, the roles and missions of a XR App Product Owner. It is only accessible to Saint-Gobain employees
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DEFINITIONS:

“Code”: shall mean a code written in a programming language that can be converted into an executable program. Code can be open-source code, free code or proprietary code.

“Codes Brick”: shall mean a combination of several Codes.

“GDI”, ‘GDI” or “Us” shall mean Saint-Gobain Group Digital & IT International.

“Terms” shall mean the present Terms of Use.

“You” or “Your” shall mean the Authorised User who agrees to be bound by these Terms. 

1. Acknowledgment

The aim of the XR Platform is to enable Authorised Users to connect for downloading the Framework as a basis for developing an Application. 

Each Application shall be uploaded on the Platform by an Authorised User for the sole and exclusive benefit of Customer.

These Terms of Use set out the rights and obligations of all Authorized Users regarding the use of the Platform. Your access to and use of the Platform is conditioned to Your acceptance of and compliance with these Terms. If You disagree with any part of these Terms then You may not access nor use the Platform.

The access to the Platform shall be made through the Okta tool. If You are a Saint-Gobain employee, then the authentication shall occur through the standard Saint-Gobain SSO (Single Sign-On). 

Your access to and use of the Platform is also conditioned to Your acceptance of and compliance with the Privacy Policy of the Saint-Gobain Group. Our Privacy Policy describes Our policies and procedures on the collection, use and disclosure of Your personal information when You use the Platform and how the law protects You. Please read Our Privacy Policy carefully before using the Platform.

2. Access to the Platform

The access to the Platform shall be made through the Okta tool or any other applicable tool. 

When You ask for an access to the XR Platform and create an account on it, You must provide to GDI information that is accurate, complete, and current at all times. Failure to do so constitutes a breach of these Terms, which may result in immediate termination of Your account on the Platform.

You are responsible for saving the password (if any) that You use to access the Platform and for any activities or actions under Your password. You agree not to disclose Your password to any third party. In addition, You shall revise password or other authentication mechanism suspected of compromise. 

You must notify Us immediately upon becoming aware of any breach of security or unauthorized use of Your account.

Once You have access to the Platform, You shall be able to download the Framework via the GitLab on your own device. For that purpose, You shall be able to download a “Unity Package” in accordance with the requirements mentioned on the Platform. 

3. Restrictions of use within the Platform

As an Authorised User, You shall not: 

· Proceed with reverse engineering, decompilation, disassembly of the Platform,

· copy the Platform except where necessary to make a backup copy and provided that no backup copy was attached to the Platform when it was supplied;

· carry out any correction, modification, adaptation, arrangement, translation or reproduction of the licensed Platform;

· do anything unlawful, misleading or fraudulent or for an illegal or unauthorised purpose;

· transfer, sell, sublicense, transmit or provide the licensed Platform to any third party in any way;

· create derivative products from the Platform; 

· Upload or transmit (or attempt to upload or to transmit) viruses, Trojan horses, or other material, including excessive use of capital letters and spamming (continuous posting of repetitive text), that interferes with any party’s uninterrupted use and enjoyment of the Platform or modifies, impairs, disrupts, alters, or interferes with the use, features, functions, operation, or maintenance of the Platform.

4. Intellectual Property Rights 

4.1 Ownership of the XR Platform

The Platform, including its content and features, and its documentation, as well as any copy, remain the exclusive property of GDI, which retains ownership in accordance with the provisions of the French intellectual property code. 

You undertake not to develop or market solution likely to compete with it.

You may not modify the Platform, nor adapt it without the prior express written authorization of GDI.

4.2 Transfer of property of Applications created on the Platform

Any development made by the Authorised User shall be based on the downloaded Framework. Thus, ownership of the Applications and the Code pertaining the Application developed by an Authorised User and uploaded on the Platform shall be assigned gradually and automatically to the Affiliate upon delivery of such Application. 

However, an Affiliate shall grant to GDI a worldwide, non-transferable, non-sublicensable, perpetual and non-exclusive right to use the Application.

5. Changes to the Terms and Termination

GDI reserve the right, at its sole discretion, to modify or replace these Terms at any time. If a revision is material, GDI will make reasonable efforts to provide at least thirty (30) days' notice prior to any new terms taking effect. What constitutes a material change will be determined at GDI’s sole discretion.

By continuing to access or use Platform after those revisions become effective, You agree to be bound by the revised terms. If You do not agree to the new terms, in whole or in part, you shall not use the Platform.

We may terminate or suspend Your access to the Platform immediately, without prior notice or liability, if GDI suspects any breach of these Terms or if You breach these Terms.

Upon termination, Your right to use the Platform shall cease immediately.

6. Disclaimer

It is expressly agreed that, to the extent permitted by applicable law, use of the Platform is at sole risk of the Authorized User. 

To the maximum extent permitted by applicable law, the Platform is provided on an “as is” and “as available” basis, with all faults and without warranty of any kind.

GDI hereby disclaims all warranties and conditions with respect to the Platform, either express, implied or statutory, including but not limited to the implied warranties and/or conditions of merchantability, satisfactory quality, fitness for a particular purpose, accuracy, quiet enjoyment, and non-infringement of third-party rights. 

GDI does not warrant that the Platform (i) the Platform will meet requirements of Authorized User, (ii) the Platform will uninterrupted or error-free, (iii) the Platform will be compatible or work with any third-party software, applications or third-party services, or (iv) defects in the Platform will be corrected.

No oral or written information or advice given by GDI or GDI’s authorized representative shall create a warranty. 

7. Liability of Authorized Users

Authorized Users are responsible for any direct, material and immaterial, damage or loss they caused or alleged to be caused in connection with to GDI in the context of the use or misuse of the Platform and in the event of failure to respect the intellectual property rights of GDI and any third party.

8. Limitation of Liability

GDI shall not be responsible or liable, directly or indirectly, for any damages or loss (including direct, indirect, incidental, consequential and any and all other forms of damages or losses regardless of the form of the action or the basis of the claim) caused or alleged to be caused in connection with your use of the Platform or Code and Codes Bricks. 

In no event shall GDI’s total liability to You and any Authorized User for the use of the Platform for any and all damages exceed the amount of one thousand euros (1000€).
To clarify, we do not limit or exclude our liability:

· for personal injury or death resulting from our negligence;

· for fraud or fraudulent misrepresentation; or

· to the extent our liability cannot be limited or excluded under applicable law.

9. Personal Data Protection

GDI collects and processes your personal data for the purpose of granting an access to the Platform to You. 

To learn more about the processing of your personal data and to exercise your rights, refer to the detailed information notice: [link to the detailed notice].

10. Security 
You shall not: 
· Gain access to or use another person’s system, files, or data without permission (note that permission from an individual user may not be sufficient – some systems may require additional authority).

· Reveal a password or other authentication and authorization means to any other individual, even those claiming to be an IT support technician (over the phone or in person).

· Use computer programs to decode passwords or access-control information.

· Attempt to circumvent or subvert system or network security measures.

· Engage in any activity that is intended to harm systems or any information stored thereon, including creating or propagating malware, such as viruses, worms, or “Trojan horse” programs; disrupting services; damaging files; or making unauthorized modifications to GDI data.

· Make or use illegal copies of copyrighted software, store such copies on GDI systems, or transmit them over GDI networks.

· Use e-mail, social networking sites or tools, or messaging services in violation of laws or regulations or to harass or intimidate another person, for example, by broadcasting unsolicited messages, by repeatedly sending unwanted mail, or by using someone else’s name or User ID.  Waste shared computing or network resources, for example, by intentionally placing a program in an endless loop, printing excessive amounts of paper, or by sending chain letters or unsolicited mass mailings.

· Use GDI systems or networks for commercial purposes;

· Violate any applicable laws and regulations or GDI policies and procedures that govern the use of IT resources.

· Transmit commercial or personal advertisements, solicitations, endorsements, or promotions unrelated to the business of GDI.

· Send or receive high risk and/or confidential information via the Internet without making reasonable accommodations for the security of such information.

· Modify, without proper authorization, any of GDI’s information resources and technology, including the work products of others.

· Store confidential data on local drives, flash drives, or other portable or external media

11. Governing Law and dispute resolution 

The laws of France, excluding its conflicts of law rules, shall govern this Terms and Your use of the Platform. 

If You have any concern or dispute about the Platform, You agree to first try to resolve the dispute informally by contacting GDI at the address referenced below.

Any litigation must be brought before the competent courts of Paris, France.

12. Miscellaneous

12.1 Entire Agreement 
These Terms constitute the entire agreement of the parties hereto with respect to the subject matter hereof and supersede all prior agreements and undertakings, both written and oral, between the parties with respect to the subject matter hereof.

12.2 Severability

If any provision of these Terms is held to be unenforceable or invalid, such provision will be changed and interpreted to accomplish the objectives of such provision to the greatest extent possible under applicable law and the remaining provisions will continue in full force and effect.

12.3 Waiver

Except as provided herein, the failure to exercise a right or to require performance of an obligation under these Terms shall not affect a party's ability to exercise such right or require such performance at any time thereafter nor shall the waiver of a breach constitute a waiver of any subsequent breach.

12.4  Contacts

For any questions, please contact:

Laurent Francez: laurent.francez@saint-gobain.com
Thierry Voillequin: thierry.voillequin@saint-gobain.com
APPENDIX 2.A.

Detailed Information Notice

For the purpose of this detailed information notice, “You” shall designate the User of the XR Platform. 

The information in this notice is provided to you, insofar as it does not contravene any applicable local provisions.

XR PLATFORM
Last update: 07/02/2022
The purpose of this information notice, concerning the above-mentioned processing activity, is to provide you with all the information required by the applicable regulations on the protection of personal data and in particular by the General Data Protection Regulation (GDPR).

· Identity and contact details of the controller

GDI is the “data controller” of your personal data.
· Processing attributes

· Aims and purposes:

This processing activity has been set up to facilitate daily processes for employees, in particular, for the following detailed purposes:

· Execution of an agreement: for the purposes of creating an account on the GitLab and a OneDrive folder.
Your personal data will not be further processed in a manner incompatible with the purposes described above or under the collection forms.

· Legal basis of the processing operation:

Performance of the contract (article 6.1.b of the GDPR).

· Data and retention periods

	Data categories
	Data sources
	Retention periods

	· Name
	Before the Authorised User is provided with an Account.
	1 year plus the current year in active base. 

1 year of intermediate archiving for supporting documents.

Then the data are automatically purged. (?)

	· Professional email
	Before the Authorised User is provided with an Account.
	

	· Connection data
	Directly when the person is using the platform
	1 year from its deposit 


Where appropriate, persons shall be informed of the mandatory or optional nature of the data requested and of the consequences for them of failure to reply.

· Recipients

Authorized persons:

· Saint-Gobain employees who are given an access to the Platform
· Virtual Reality Agency’s employees who have an access to the Platform
· Data transfer outside the Union

The data processed in this activity may be transmitted to the authorized persons of the Saint-Gobain Group (click here to view the different countries in which the Group operates). The security and confidentiality of these transfers are contractually guaranteed by the presence of standard contractual clauses drawn up by the European Commission. 

· Rights of individuals

The regulations may allow you to exercise the following rights over your personal data:

· Right of access;

· Right of rectification;

· Right to erase;

· Right to limitation of processing;

· Right of opposition for legitimate reasons.

If, after contacting us, you consider that your rights are not respected or that this data processing does not comply with data protection rules, you have the right to lodge a complaint with your supervisory authority.

· Contact details of the person to contact

To exercise your rights or for any questions about the processing of your data within this system, please contact XXXXX.
· Additional information

The elements of this detailed information notice may change according to the requirements of applicable local law. 

In France, you have the right to define guidelines on the handling of your personal data after your death.

To find at any time the information relating to the protection of your personal data, go to your account on the platform.
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These general terms and conditions for licensing of the Framework (hereinafter the “License Terms”) shall apply to all licenses granted by Saint-Gobain Digital & IT International (“GDI” or “Licensor”) to the Affiliate (the “Licensee”) for the use of the Framework. GDI and Affiliate shall each be a “Party” or the “Parties”, as the case may be. 
DEFINITIONS:

“Code”: shall mean a code written in a programming language that can be converted into an executable program. Code can be open-source code, free code or proprietary code.

“Codes Brick”: shall mean a combination of several Codes.

“GDI” or “GDI” shall mean Saint-Gobain Digital & IT International.

1. PURPOSE

The purpose of this License Terms is to define the terms and conditions under which GDI authorises the Authorised Users to download and use the Framework. These License Terms also define the licensing rights applicable to the Application developed on the basis of the Framework and the associated rights and obligations that apply accordingly. 

Any term(s) contained in Authorised User’s purchase order, terms of licensing, general terms and conditions, or any other form that is different from, or in addition to the Agreement; (i) shall not have any effect of modifying or adding any terms to the Agreement; and (ii) shall be for Parties’ internal purpose only. All capitalized terms have the same meaning as set forth in the Agreement.

2. TERM

These Terms shall be effective upon signature by an Affiliate of the Agreement (hereinafter “Effective Date”) and for the duration mentioned in the Agreement.

3. AUTHORIZED USERS

Only an Authorized User may (i) access the Platform in order to download the Framework, (ii) use the Framework to create an Application and (iii) download on the Platform the Application created.  

4. LICENSE TO USE 

GDI hereby grants to an Affiliate a personal, non-transferable and non-exclusive right and license to use the Framework (hereinafter the “License”).
5. INTELLECTUAL PROPERTY RIGHTS

5.1 Background

The Framework and its documentation, as well as any copy, remains the exclusive property of GDI, which retains ownership. 

Therefore, the License does not grant to Affiliates, nor to the Authorized Users, any intellectual property rights to the Framework, nor the Code or Codes Brick pertaining to the Framework. 

5.2 Applications

Applications are developed on the basis of the Framework. The ownership of the Applications, including the Codes and Bricks of Codes pertaining thereto, developed on the basis of the Framework, shall be automatically and gradually assigned to the Affiliate upon their creation. 

Notwithstanding the above, the Affiliate shall grant GDI a worldwide, perpetual and non-exclusive license to use such Application.

6. DISCLAIMER

It is expressly acknowledged and agree that, to the extent permitted by applicable law that use of the Framework is at sole risk of the Authorized User. 

To the maximum extent permitted by applicable law, the Framework is provided “as is” and “as available”, with all faults and without warranty of any kind.

GDI hereby disclaims all warranties and conditions with respect to the Framework, either express, implied or statutory, including but not limited to the implied warranties and/or conditions of merchantability, satisfactory quality, fitness for a particular purpose, accuracy, quiet enjoyment, and non-infringement of third-party rights. 

Should the Framework infringe any third-party rights and/or cause any direct and indirect damages including but not limited to intellectual, physical, material, immaterial, body injuries to anyone, Authorized User assume all entire liability and entire costs. 

No oral or written information or advice given by GDI or GDI’s authorized representative shall create a warranty. 

7. CONFIDENTIALITY

"Confidential Information" shall mean certain proprietary or confidential business or technical information disclosed or accessed by the respective Parties, from the Effective Date until the termination of these License Terms. Confidential Information may be transmitted on any kind of media including written documents, electronic and magnetic transmissions, orally or visually, without any requirement for marking of such Confidential Information.

During the term of these License Terms and for a period of five (5) years from the date of termination, the receiving Party shall protect received Confidential Information from disclosure to third parties with at least the same degree of care, but no less than a reasonable degree of care, as it uses to protect its own proprietary or confidential information of like kind from unauthorized use or disclosure. 

Confidential Information shall not include that part of such information which the receiving Party can demonstrate:

· was already known to the receiving Party at the time of receipt; or 

· was already in the public domain before the time of receipt, or entered into the public domain thereafter, through no act, involvement or fault of the receiving Party; or

· was directly or indirectly provided to the receiving Party by an independent third party on a non-confidential basis having the right to do so, or

· was independently developed by the receiving Party without the use of the Confidential Information.

8. MISCELLANEOUS

These License Terms represent the entire agreement between the Parties regarding the subject matter herein and supersedes all prior written and oral understandings relating to the subject matter herein. 

These License Terms may not be amended, modified, superseded or canceled except pursuant to a written instrument executed by duly authorized representatives of both Parties. Authorized User may not assign these License Terms without the prior written consent of GDI. 

No waiver of any of the provisions of these License Terms shall be deemed, or shall constitute, a waiver of any other provision, whether or not similar, nor shall any waiver constitute a continuing waiver. No waiver shall be binding unless executed in writing by the Party making the waiver. 

The failure of either Party at any time or times to require performance of any provision hereof shall in no manner affect its right at a later time to enforce such provision. If any provision hereof shall be found to be invalid or unenforceable, all of the other provisions shall nonetheless remain in full force and effect to the maximum extent permitted by law. 

9. DIVESTED AFFILIATES

In the event that an Affiliate is no longer an Affiliate of the Saint-Gobain Group (referred to as “Divested Affiliate”), such Divested Affiliate shall not be entitled to continue to use the Platform, the Framework nor the Application. 

10. LAW AND JURISDICTION

These License Terms are governed by the laws of France without regard to the choice of law principles and any dispute which cannot be solved amicably between the Parties within sixty (60) days shall be submitted to the competent courts of Paris, France.


The Security Framework applicable for the XR platform is Saint-Gobain’s and known as “The 25 Minimum Security Rules for Applications and websites”.
The 25 MSR set the foundational rules that aim to protect the confidentiality, availability, integrity and traceability of the Group’s applications and its data, and websites against cyber threats and to minimize the impact of security vulnerabilities. Intends to identify the relevant roles for each application and website, maintain an up-to-date inventory and the protection throughout the applications life cycle.
Level of Criticity for the XR platform is as following:
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These rules govern all applications supported by a Saint-Gobain Application Competence Centre (ACC) as defined in the "Definitions" paragraph above. Each ACC must have an inventory of the applications for which it is responsible. A compliance review must be carried out, at least annually, for each application within its scope.
Application security covers four main themes: 
•Security management in applications: these minimum-security rules for applications are the rules that Competence Centers, application teams and digital, central, and local teams must apply to ensure the security of access and rights, the protection of data and applications, the segregation of duties and the management of developments and incidents. These rules also apply to all applications developed in the context of manufacturing plants and distribution centers (DCs). The SAP System Security Configuration Guide (SAP Security Rules 4SG) is available for SAP ERP and must be implemented in all SAP systems and new instances. 
Following is the assessment made by SG Corporate CISO (Chief Information Security Officer) showing that the security control framework around the application highly lowers all known Cyber risks. Details about the security information (Business Owner, decommission process, results of scanning, etc.) are in gathered in the SG Group application inventory/repository (PSAT) and Vendor Cybersecurity Posture (SIP) for the third-party delivering the XR platform (Feb. 14th, 2023).
	Rule

ID
	Description
	Status for XR Platform

	1
	For each application or website, it is mandatory to formally identify the following roles: - Business Owner. - Application Manager. - Security Officer. - Business Security Officer (when applicable)
	Compliant

	2
	Any application or website must be registered into the SG Group application inventory/repository. Additionally, all server(s) where the application is running must be registered in the CMDB. All status changes and/or any other application feature/characteristic change must be updated in the inventory. At application 'End of Life', a formalized and documented DECOM process must be executed.
	Compliant

	3
	Applications and websites must be the subject of the formalization of an architecture diagram (physical and logical), accessible by the Security Officer. This document should be an attachment in the application's inventory solution used within SG' Note: Recommendation to implement 3 tiers architecture in Security Design phase
	Not Applicable

	4
	The development, integration, or maintenance of applications with third parties outside Saint-Gobain must be covered by a contract. These clauses must be validated by the entity's legal department or by the Local Contracts & Vendors Management team. 

Additionally, a Non-Disclosure Agreement (NDA) shall be signed. 

Lastly, a SIP (Security Insurance Plan) must be performed to identify the risks of working with the third party. The SIP will highlight the commitments from the provider and that should be covered in the mentioned above contract. Integration of security into projects (ISP).
	Compliant

	5
	The development, integration or maintenance of applications must be compliant to any regulatory requirements (example: GDPR, PCIDSS, HIPAA, PIPEDA, NSA, SOX, taxation, legal retention period of logs, personal data regarding GDPR: security from the design stage, impact analysis and notification in the event of protection violations, etc.) 
	Compliant

	6
	Business Owner must identify the business impact and related security needs for the application, particularly on the following criteria: 

-Unavailability of the application 
-Loss of integrity 
-Loss of confidentiality 
-Traceability needs (records on connections, flows and logs) 

Application Manager with the help of the Security Officer must conduct an application risk analysis, attached in the PSAT. 

Risks identified must be subject to mitigation actions and Risk acceptance by relevant stakeholders. Residual Risk should be subject to monitoring and review. 

The Business Owner is accountable for the definition and responsible for the validation of the below criteria for each application: 

- RTO (Recovery Time Objective) and. 
- RPO (Recovery Point Objective) 

For all Saint-Gobain 'continuity-critical' applications: Business Continuity Plan (BCP) and IT Disaster Recovery Plan (DRP) must be developed and tested. These plans specify a predetermined level of continued operation through a business disruption and a process for the re-establishment of full operational activity, within a pre-determined time. 
	Compliant

	Rule

ID
	Description
	Status for XR Platform

	7
	To reduce the vulnerabilities introduced by developments carried out in-house or by third parties that have security consequences, Application manager must ensure: 

• Any development of a web application must comply with the rules of the latest version of the Web Application Secure Development (WASD) (or any policy and procedure that will replace it in the future) 

• The use of standard or already developed functions and modules. 

• Rules for securing interfaces with other applications (authentication, data access management, transfer protocol, etc.). 

• Respect for the native security elements of components, platforms, or languages (prohibit privilege elevation, keep encryption functions, change default passwords, etc.). 

• Verification of input data (length, format, presence of executable code). 

Respect for the confidentiality of the data according to its criticality as assessed by the business owner 

• The rules for securing access to databases (privileges of administration and application accounts and storage of connection strings...). 

• Code review activities must be handled and documented during all the application development lifecycle (SAST and DAST as per Group standard). 
	Compliant

	8
	The protocols used by an application or website must be secure. Unsecured protocols (HTTP, Telnet, FTP, SMBv1....) must be replaced by secure protocols (HTTPS, SSH, FTPS/SFTP, SMBv2/3, OPC UA...). 
	Compliant

	9
	Applications developed or integrated must follow the SGID (Saint-Gobain Identifier) Group standard as user ID. 
In case there is a technical constraint from the application, the Email can be used. 
	Compliant

	10
	An application containing non-public data must be protected by authentication. 
The authentication process used by Saint-Gobain employees (internal and external) must be based on the Group standard solutions. 
	Compliant

	11
	Access to the various application environments must be controlled and limited according to the need-to-know restriction principle. 

The business, with the help of the Application manager, is responsible for: 

• Defining and executing procedures for managing business user access rights (creation, modification, deletion, revision and periodic cleaning of accounts and roles). 

• Defining requirements for user roles (functions, framework, limits, etc.) and their assignment. 
	Compliant

	12
	The application manager, or departments that manage business user accounts, is responsible for: 

• Applying and guaranteeing procedures for managing user access rights. 

• Providing the roles and profiles defined by the business and related access rights 

• Providing the necessary information to perform the verification of the users’ accounts and rights. 

• Recording all user requests (creation, modification, deletion) 
	Compliant

	Rule

ID
	Description
	Status for XR Platform

	13
	In accordance with the rules defined by Internal Control and the business in terms of segregating duties, the business owner, with the help of the Application manager, is responsible for: 

• Defining and documenting business user requirements for segregation of duties management. 

• Defining, assigning, and executing compensating checks (if necessary). 

Application manager is responsible for providing: 

• Roles and profiles defined with verification of incompatible tasks. 
	Compliant

	14
	Ensure the correct management of access rights to source code (both repository and application) and application documentation. 

Application manager is responsible for the management of all accounts and access rights with the ability to modify source code and application documentation 
	Compliant

	15
	The connection of external partners (development, third-party application maintenance), in the form of interconnection or remote access, is subject to the signature of a SIP (security insurance plan). 

Any partner connection to the SGNet network must use the interconnection infrastructures managed by Group Digital & IT (Saint-Gobain Network) and all third parties must connect through Connect My Partner. 
	Compliant

	16
	Application requests (application interfaces and automatic data processing processes (scripts, batches, etc.)) must be carried out in an authentified manner and use service accounts. 

These interfaces and automatic processes must be documented. 
	Compliant

	17
	The application hosting policy (excluding SaaS) is: 

a. Any e-commerce application, accessible from the Internet, must be hosted on one of the following Group solutions: 

• For Europe and the Middle East: global Cloud Factory P1 CIRRUS service offers only (currently Claranet), or Drupal4SG service offer (currently at Acquia). 

• Outside Europe: one of the 4 regional P2 service offerings only (North America, Latin America, India, or Asia-Pacific), or Drupal4SG service offering (currently at Acquia). 

b. Any non-e-commerce application, accessible from the Internet, requiring a connection to SGNet, must be hosted on the same Group solutions as in case a. 

c. Any non-e-commerce application accessible from the Internet, which does not require a connection to SGNet, must be on one of the following Group solutions: 

• Site developed in Drupal: Drupal4SG service offer (currently 

• Site developed in WordPress: Wordpress4SG service offer. 

• Any other application: global Cloud Factory service offer or P2 regional service offer including Public Cloud offers. 

d. Any application not accessible from the Internet must be hosted on one of the following solutions: 

• For critical applications: 

• Cloud Factory global service offer, 

• P2 regional service offers 

• For site-specific applications that are sensitive to network latency or critical for on-site operations: o In a local site on SGNet that complies with “Datacenter Security Rules 4 SG” (click here) 
	Compliant

	18
	Each business owner with personal data processing must integrate security and data protection measures from the design of the application and as it evolves. 

This control is dependent on the approval of the DPO or Privacy Correspondent or the Privacy advisor. 
	Not Applicable

	19
	A production release procedure for any type of change (normal, urgent, security patch, etc.) must be defined and formalized by the Application manager and approved by the business owner 

Formal Change management process must be in place including update of PSAT in case of significant change/evolution. 
	Compliant

	20
	Each application must have at least two distinct environments (Production and Non-Production). 

Each environment must be filtered. This means that traffic between each environment must be controlled and the data flows that pass through it are filtered. 

• For critical applications: 1 application per environment (Applications with different criticalities can be hosted in the same mutualized server with the security requirements from the most critical one). 

• For non-critical applications: All non-critical applications in the same business per environment 

This confidential and personal data must not be used in development or acceptance environments: a mechanism for anonymization or even pseudonymization must be defined and implemented in accordance with the business. 

This segmentation does not cover the risk of an attack from development environments that will allow access to sensitive data present in non-production environments (e.g., use of production datasets for functional testing). 
	Compliant

	21
	Procedures for Incidents Management must exist, including Information Security Incidents. 

Additionally: 

• Application logging must be switched on if the functionality is provided 

• Logging and monitoring of administrator's or other elevated privilege users’ access must be implemented as part of supporting the risk-based review cycle 

• All attempted violations of system security (e.g., failed User login attempts, suspicious use of root/admin accounts) must be logged 

• Personal Data Breach is subject to specific handling according to local law regulations. 
	Compliant

	Rule

ID
	Description
	Status for XR Platform

	22
	Any web application (based on the HTTP/HTTPS protocol) exposed on the Internet must be protected by the standard Group Web Application Firewall (WAF) service. 

In the case of a SaaS application, it is possible to use a WAF service different from the Saint-Gobain standard, if it offers at least the same level of protection as the Group standard service. A WAF is still required in those cases. 
	Compliant

	23
	Any application exposing services based on programmable interfaces (APIs) on the Internet must use the standard Group API Management service. 


	Compliant

	24
	Software security patches must be applied within a maximum of two weeks* for critical patches and three months for non-critical patches, starting from: 

• the publication of the security bulletin by the Group Digital & IT for IT standards. 

• the publication of the security bulletin by software publishers or distributors in other cases. 

For Zero Day Vulnerabilities, without available security patches, mitigation measures should be put in place. 

If a specific deadline is mentioned in the security bulletin issued by Saint-Gobain, it is the latter that must be considered. 
	Compliant

	25A
	All applications, except SaaS applications, must be searched for vulnerabilities as follows: 

• For web applications, an automated search for application vulnerabilities is performed weekly by Group Digital & IT (CyberSOC) using the Web Application Scanning tool or Vulnerability Management scanning tool and the results are communicated to the application teams. 

The vulnerabilities must be corrected following the below time frames: 

• L5 (Highly Critical): 2 weeks 

• L4 (Critical): 2 weeks 

• L3 (High): 1 month 

• L2 (Medium): 3 months 

• L1 (Low) 3 months 
	Compliant

	25B
	For critical applications (either new or in Production), a vulnerability check must be carried out at least once a year via a Penetration test by a specialized service provider under the responsibility of the application manager. The identified vulnerabilities must be corrected according to the to the rule 25a. 
	Not Applicable


•Web application secure development: the Web Application Secure Development (WASD) technical norm, required by rule #1.2 of the Digital IT Guidelines for Client projects, defines 42 technology   independent generic rules and 25 technology specific rules. They must be implemented in web applications. 
•Risk analysis for any application through the ISP methodology. For outsourced applications or services, a Security Insurance Plan (and NDA) must also be established before any contract is concluded with the supplier. The security points mentioned in the Security Insurance Plan must be completed by the supplier and analyzed by the entity's security manager before being formally reviewed by the Group's Cybersecurity team and the entity for acceptance of residual risks. Please find below the minimum IT security rules for applications and websites, as required in the context of increased cyber security threats. The IT security of our applications, which are also exposed to the Internet, must comply with the Group's Information Systems (IS) security policy, and comply with its requirements. If it is impossible to implement one of the rules of this policy, an exception request must be formalized, justified, and submitted to the relevant Security Officer for qualification and possible approval by the DSI Groupe in accordance with the associated exception procedure.


[…], located in […] and represented by […] 

(hereinafter, the "controller") of the one part, 

AND 

[…], located in […] and represented by […] (hereinafter, the "processor") of the other part, 

I. Purpose 

The purpose of these clauses is to define the conditions in which the processor undertakes to carry out, on the controller's behalf, the personal data processing operations defined below. 

As part of their contractual relations, the parties shall undertake to comply with the applicable regulations on personal data processing and, in particular, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 which is applicable from 25 May 2018 (hereinafter "the General Data Protection Regulation"). It is hereby specified that GDI may act as a purchasing entity for one or more Affiliates of the Saint-Gobain Group.

II. Description of the processing being subcontracted out 

The purpose of the processing, nature of operations carried out on the data, personal data processed, categories of data subjects are listed in Annex 1 of this contract.

III. Term 

This Annex shall remain in force until the last processing is ended. 

IV. Processor's obligations with respect to the controller 

The processor shall undertake to: 

1. process the data solely for the purpose(s) subject to the sub-contracting 

2. process the data in accordance with the documented instructions from the controller appended hereto. Where the processor considers that an instruction infringes the General 

Data Protection Regulation or of any other legal provision of the Union or of Member States bearing on data protection, it shall immediately inform the controller thereof. Moreover, where the processor is obliged to transfer personal data to a third country or an international organisation, under Union law or Member State law to which the processor is subject, the processor shall inform the controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest 

3. guarantee the confidentiality of personal data processed hereunder 

4. ensure that the persons authorised to process the personal data hereunder: 

 - have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality 

- receive the appropriate personal data protection training 

5. take into consideration, in terms of its tools, products, applications or services, the principles of data protection by design and by default 

6. Sub-contracting 

The processor may engage another processor (hereinafter "the sub-processor") to conduct specific processing activities. In this case, the processor shall inform the controller, in writing beforehand, of any intended changes concerning the addition or replacement of other processors. This information must clearly indicate which processing activities are being subcontracted out, the name and contact details of the sub-processor and the dates of the subcontract. The controller has a minimum timeframe of thirty (30) days from the date on which it receives said information to object thereto. Such sub-contracting is only possible where the controller has not objected thereto within the agreed timeframe.

The sub-processor is obliged to comply with the obligations hereunder on behalf of and on instructions from the controller. It is the initial processor's responsibility to ensure that the sub-processor provides the same sufficient guarantees to implement appropriate technical and organisational measures in such a manner that processing meets the requirements of the General Data Protection Regulation. Where the sub-processor fails to fulfil its data protection obligations, the initial processor remains fully liable with regard to the controller for the sub-processor's performance of its obligations. 

7. Data subjects' right to information 

It is the controller's responsibility to inform the data subjects concerned by the processing operations at the time data are being collected. 

8. Exercise of data subjects' rights 

The processor shall assist the controller, insofar as this is possible, for the fulfilment of its obligation to respond to requests for exercising the data subject's rights: right of access, to rectification, erasure and to object, right to restriction of processing, right to data portability, right not to be subject to an automated individual decision (including profiling). 

Where the data subjects submit requests to the processor to exercise their rights, the processor must forward these requests as soon as they are received by email to privacycontact.cGDI.fr@saint-gobain.com. 

9. Notification of personal data breaches 

The processor shall notify the controller of any personal data breach not later than twenty-four (24) hours after having become aware of it and by email to: privacycontact.cGDI.fr@saint-gobain.com. Said notification shall be sent along with any necessary documentation to enable the controller, where necessary, to notify this breach to the competent supervisory authority.

10. Assistance lent by the processor to the controller regarding compliance with its obligations 

The processor assists the controller in carrying out data protection impact assessments. 

The processor assists the controller with regard to prior consultation of the supervisory authority.

11. Security measures 

The processor shall implement the security measures provided in Annex 4 of the Agreement. 

12. Fate of data 

At the end of the service bearing on the processing of such data, the processor undertakes to: 

At the parties' choice: 
• destroy all personal data, or 

• return all personal data to the controller, or 

• return the personal data to the processor designated by the controller 

Together with said return, all existing copies in the processor's information systems must be destroyed. Once destroyed, the processor must demonstrate, in writing, that this destruction has taken place. 

13. The Data Protection Officer 

The processor communicates to the controller the name and contact details of its data protection officer, if it has designated one in accordance with Article 37 of the GDPR. 

14. Record of categories of processing activities 

The processor states that it maintains a written record of all categories of processing activities carried out on behalf of the controller, containing: 

• the name and contact details of the controller on behalf of which the processor is acting, any other processors and, where applicable, the data protection officer; 

• the categories of processing carried out on behalf of the controller; 

• where applicable, transfers of personal data to a third country or an international organisation, including the identification of that third country or international organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1) of the GDPR, the documentation of suitable safeguards;

• where possible, a general description of the technical and organisational security measures, including inter alia: o the pseudonymisation and encryption of personal data; 

· the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services; 

· the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; 

· a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing. 

15. Documentation 

The processor provides the controller with the necessary documentation for demonstrating compliance with all of its obligations and for allowing the control;er or any other auditor it has authorised to conduct audits, including inspections, and for contributing to such audits. 

V. Controller's obligations with respect to the processor 

The controller undertakes to: 

1. provide the processor with the data mentioned in II hereof 

2. document, in writing, any instruction bearing on the processing of data by the processor 

3. supervise the processing, including by conducting audits and inspections with the processor.

Appendix 1 to the data processing agreement

1)
 Purpose of the Data Processing

The purpose of the Data Processing is for the Processor to: [please describe purpose. It is often the performance of the Service. In such case please refer to the annex describing the services].

2)
Nature of the Processing

☐
Storage

☐
Registering

☐
Access

☐
Collection of Personal Data

☐
Use

☐
transfer  

☐
deletion

☐
copy

☐
modification 

☐
Other: _________________________ 

3) 
Categories of Personal Data affected by the Processing

☐
Identification data (name, first name, personnel number)

☐
Communication data (such as address, email address, telephone number)

☐
Contract master data (type of privity in contract, interest in product/contract)

☐
Customer history

☐
Customer purchasing preferences

☐
Contract billing and payment data 

☐
Credit rating data

☐
Third party data (e.g. credit rating information) 

☐
Data from public registers 

☐
Online usage data (logs, ….)

☐
Human resources related data

☐
Employee master data

☐
Payroll and payment data

☐
Job references with performance and assessment data

☐
Warnings

☐
Applications with contact data, performance data, assessment data

☐
Planning and control data 

☐
Geo tracking and other personal data related to the geographical situation of the data subject 

☐
Other: _________________________ 

4) 
Special Categories of Personal Data affected by the Processing

☐
Health

☐
Racial or ethnic origin

☐
Religious or philosophical beliefs

☐
Trade union membership

☐
Biometric data

☐
Genetic data

☐
Sex life or sexual orientation

☐
Political opinions

5)
Data Subjects affected by the Processing

☐
Employees 

☐
Customers and potential customers

☐
Contractors 

☐
Interested parties

☐
Subscribers (e.g. to an email newsletter)

☐
Suppliers, sub-contractors and contacts at supplier’s or subcontractor’s  

☐
Distributors 

☐
Other: _________________________ 



BY AND BETWEEN:

SAINT-GOBAIN GROUP DIGITAL-IT INTERNATIONAL (GDI), a société par actions simplifiée, having its registered office at Tour Saint-Gobain, 12 Place de l’Iris, 92400 Courbevoie France, registered at the Nanterre registry of commerce under 815 144 316 represented by Ursula Soritsch-Renier, acting in her capacity as President, hereinafter referred to as “GDI”,

                                                                                                      ON THE ONE HAND;

AND

[AGENCY], a [(] Company, with a capital of [(]euro, registered with the Corporate and Trade Register RCS [(], whose registered office is located at [(] and acting [(], represented by [(] acting in his capacity as [(], hereinafter referred to as “Agency”,    

                                                                                               ON THE OTHER HAND. 

Hereinafter referred to collectively as the “Parties” or severally as the “Party”.

WHEREAS:

GDI is an Affiliate of the Saint-Gobain group in charge of purchasing various digital, IT and telecom services, equipment and software for itself and the other Affiliates. The Digital Transformation Office team created a Platform to enable developers to create virtual reality applications (hereinafter the “Platform”). 

The Agency is a development agency experienced in the creation of virtual reality applications.   

The Agency hereby asserts that it has the expertise, qualified personnel and financial resources and robustness to comply with the terms and conditions of this Agreement.

INDEX

371.
DEFINITIONS


382.
PURPOSE


383.
CONTRACTUAL DOCUMENTS


384.
TERM – TERMINATION


395.
PERFORMANCE OF THE SERVICES


Erreur ! Signet non défini.5.1.
Service launch


Erreur ! Signet non défini.5.2.
Steering committee


405.3.
Client Obligations


405.4.
Agency Obligations and measures implemented


415.5.
Changes


415.6.
Time is of essence


415.7.
Acceptance


Erreur ! Signet non défini.(first option)


Erreur ! Signet non défini.Acceptance (second option)


425.8.
Security


425.9.
Service level agreements


426.
Services shall be provided according to the service levels provided in Annex 7 “Service level agreements”.Financial terms and conditions


426.1.
Service Fees


426.2.
Out-of-pocket expenses


436.3.
Invoicing


436.4.
Payment


437.
INTELLECTUAL PROPERTY RIGHTS


437.1.
Background IPR


437.2.
Foreground IPR


448.
WARRANTY - LIABILITY – INSURANCE


448.1.
Warranty


448.2.
Liability


448.3.
Insurance


449.
FORCE MAJEURE


4510.
UNDERTAKING REGARDING THE PERSONNEL


4511.
ASSIGNMENT


4512.
SUBCONTRACTING


4513.
CONFIDENTIALITY


4614.
LANGUAGE


4615.
MODIFICATION


4616.
MISCELLANEOUS


4616.1.
Announcements and publicity


4616.2.
Headings


4616.3.
Non-Waiver


4616.4.
Notices


4716.5.
Responsible Development


4816.6.
Severability


4816.7.
Social regulations


4816.8.
Client Data


4916.9.
Divested Entities


4916.10.
Electronic signature


4917.
APPLICABLE LAW – JURISDICTION





NOW, THEREFORE, THE PARTIES AGREE AS FOLLOWS:

1. DEFINITIONS

The terms defined in this article and more generally in the Agreement shall have the same meaning whether used in singular or plural form, should they start with a block letter.

“Affiliate” means, for Client: Compagnie de Saint-Gobain as well as any present or future company or other business entity which it Controls directly or not. The term “Control/(s)/(led)” means the ownership or holding, of more than fifty percent (50%) of the shares, equities or voting rights of such company or business entity. All of GDI Affiliates is included in the “Saint-Gobain Group” or “Group”.
“Agency” means the third-party agency which is responsible for providing the Service.
“Application” means the virtual reality application developed by the Agency in accordance with the terms of the Agreement and the Specifications as provided by GDI. 
“Authorised User” shall designate an employee of the Agency who is entitled to access and use the Platform using an account and to develop an Application on the basis of the Framework downloaded on its own device. An Authorised User is bound by the Terms of Use annexed to this Agreement.

“Client” or “Customer” means GDI and/or any Affiliate placing an Order.

“Code” shall mean a code written in a programming language that can be converted into an executable program. Code can be open-source code, free code or proprietary code. 

“Documentation” shall mean the documentation provided by the Customer to the Agency. The Documentation’s purpose is to describe the Platform. 

“Effective Date” means the date when this Agreement enters into force, i.e. the date of its execution by the last Party hereto.

“Framework” shall mean the template that can be downloaded by an Authorised User through the Platform via the available Unity package. 

“IPR” or “Intellectual Property Rights” means all patents, registered trademarks and designs, copyright or droits d’auteur, applications for any of the foregoing, trade and business names, unregistered trademarks, database rights, sui generis rights, rights in designs (whether registerable or not), inventions, discoveries, concepts, improvements to existing technology, processes, know-how and rights of the same or similar effect or nature.

“Master Agreement” means this IT master agreement together with its Annexes and potential amendments.

“Material Obligation” means:

· For Agency, compliance of the Services with their specifications as set in Annex 1 “Service Description” and provisions the security section and Annex 2 “Security.

· For Client: the payment of invoices according to the terms and conditions of this Agreement.
“Order” means each and every order or template agreement relating to the ordering of a Service, ( a template Order is displayed in Annex 6 “Template Order”), placed by a Client. An Order contains the description of the purchased Services as negotiated by the Parties, as well as a detailed planning for the performance of the Order and, if necessary, a specific term.

“Platform” means the IT environment named “XR Platform” to which GDI grants an access and use to the Agency. The Platform includes the Framework which provides the Authorised User the basis for the development of an Application. 

“Service” means the services provided by the Agency to develop an Application in accordance with the Specifications provided by the Customer. 

“Specifications” means the instructions provided by the Customer to the Agency in order to specify the requirements pertaining to the development of an Application.

“Terms of Use” means the terms and conditions of use of the Platform and the Framework by an Authorised User. The Terms of Use are enclosed herein.

2. PURPOSE

The purpose of this Master Agreement is to define the terms and conditions under which the Agency shall develop an Application in accordance with the Specifications provided by the Client in an Order. Such Application shall be developed on the basis of the Framework downloaded by each Authorised User through the Platform.

Access and use to the Platform and the Framework shall be made in accordance with the terms described in each dedicated annex. The conditions of use of the Framework/Platform are also enclosed herein.

Thus, the general terms of sale or purchase of each of the Parties are hereby excluded. 

It is agreed between the Parties that the Agency shall provide the Services exclusively for the Client and for the purpose of this Agreement. 

GDI and the Affiliates shall have no responsibility whatsoever and shall not be liable for the performance of the Orders signed by other Affiliates. There is no joint and/or several liability between GDI and the Affiliates, and among the Affiliates.

3. CONTRACTUAL DOCUMENTS

This Agreement contains general terms and conditions, and shall be used through Orders. Consequently, the performance of the Services will be governed by the set of documents here under stated in an order of precedence beginning with the document with the highest priority:

· Any amendment to this Master Agreement;

· Annex 5 “Personal Data”

· the body of this Master Agreement;

· the Annexes (without any order of precedence):

· Orders.

In the event of conflict, the order of precedence above prevails unless explicitly specified otherwise in the Agreement. For the avoidance of doubt and in the event of inconsistency, the body of the Master Agreement shall prevail over its Annexes. 

Other documents, even if included as URLs in Annexe or an Order shall not apply.

4. TERM – TERMINATION

4.1
Term

The Master Agreement shall come into force on the Effective date and remain in force for a period of…….. () years OR shall remain in force until terminated by either Party in writing with a XX months prior notice. Renewal for this Master Agreement shall be subject to Parties consent OR This Master Agreement shall be renewed automatically for … () years additional terms, unless terminated in writing by either Party with a one (1) month notice.

In the event that an Order expires or is terminated at a date which is later than the termination or expiry date of the Master Agreement, the Master Agreement will be, automatically and without notice, extended up to the expiry or termination date of the Order concerned.

4.2
Termination

4.2.1. Termination of the Master Agreement

Each Party may terminate this Master Agreement in the event of: 

a) A non-compliance by a Party of any of its Material Obligations under the Agreement, the other Party may without incurring any liability whatsoever and provided a fifteen (15) days prior notice sent by register letter with acknowledgement of receipt to the other Party and the non-compliance remaining uncured after this period, terminate as of right and without judicial formalities, for default, the Master Agreement without prejudice to the damages that may be claimed by the non defaulting Party for compensation of the prejudice incurred.

b) to the extent permitted by applicable law, if Agency is subject to (i) out-of-court settlement (mandat ad hoc et conciliation)(under articles L. 611‑3 and seq of the French Commercial Code, (ii) court-ordered bankruptcy (sauvegarde et redressement judiciaire), court-ordered liquidation (liquidation judiciaire), court-ordered sale (cession totale de l'entreprise) under articles L. 620‑1 et seq of the French Commercial Code, or (iii) any bankruptcy, insolvency, assignment for the benefit of creditors, appointment of receivers and managers, or analogous proceedings under laws of any jurisdiction.

c) Each Party is entitled to terminate the Agreement before its term, with:

a. A two (2) days prior written notice in case the Service term is less than ten (10) days; or

b. A fifteen (15) days prior written notice in case the Service term is more than ten (10) days.

The articles “confidentiality”, “intellectual property “, “employment obligations”, “liability”, “Security” and “Personal data”, shall remain valid beyond the Effective Date of expiry or termination.

4.2.2. Termination of Orders

Each Party may terminate Order under the same terms than article 4.2.1 hereof. 

Should a Party wish to terminate one or several Orders, the remainder of the Agreement shall not terminate per se and shall remain effective.

5. PERFORMANCE OF THE SERVICES

It is hereby specified that the obligations relating to the compliance with the planning, the compliance of the Services with the Specifications, the compliance with the SLAs, and the delivery of the Applications are provided as per an "obligation de résultat".

The Services shall be provided exclusively to the Customer and the Agency shall, in no manner whatsoever, be entitled to use the Application for any other purpose than that stated under this Agreement.

a.  Client Obligations

The Client shall:

· designate a manager for the Agreement, who shall appoint, if necessary, the operational representatives interlocutor of the Agency in the technical, functional, commercial, administrative, security and quality domains.

· ensure the proper availability of the Agreement manager and the operational representatives

· cooperate with the Agency

· Pay invoices according to the terms and conditions of this Master Agreement.

b. Description of the Services provided by the Agency

The Agency shall provide the Services by accessing the Platform in accordance with the terms set out in Annex 2. The use of the Framework shall be made in accordance with the licensing terms set out in Annex 3. To develop an Application, Authorised Users shall use the Framework in accordance with the Terms of Use described in Annex 4. 

c. Agency Obligations and measures implemented

1) The Agency undertakes, in accordance with the terms of this Master Agreement, the regulations manual, US, European and international standards and the regulations in force, to ensure the performance of the Services designated in Article 1 hereto and to deliver the Applications specified in each Order/in Appendix A
 (hereinafter the “Deliverables”). These Deliverables must undergo an approval procedure by the Client as stipulated in Article 5.7 below. Consequently, the Agency shall assist, advise and make available to the Client all of the elements necessary to enable the latter to take the decisions that the latter judges to be appropriate.

2) In order to perform the above Services, the Agency shall provide the means and materials necessary subject to the following conditions:

a. The Agency shall ensure the proper training and supervision of its employees and/or subcontractors, who shall remain under its hierarchical responsibility and who shall not be given any directive or instruction by the Client.

b. The Agency is responsible for ensuring that its employees and/or subcontractors observe the applicable regulations and practices of the Client during their transfers and their periods of work at the Client’s premises, notably in terms of general organisation and security, the regulations of which shall be provided to the Agency and his employees upon request.

c. The Agency shall take all appropriate steps, at its own costs, to ensure that appropriate personal injury and professional liability insurance is taken out to cover its employees during their transfers and their periods of work at the Client’s premises.

d. In the event of the absence or incapacity of one of the employees and/or subcontractors for a period of more than five (5) working days, the Agency shall inform the Client accordingly and ensure that such absence or incapacity will not affect the provision of the Service, not only with regards to the quality of such provision, but also with regards to the compliance with the planning. For instance, the Agency undertakes to ensure that the replacement person is familiar with the work and has a good understanding of the Services to be provided, the current progress of these Services and the general context of the assignment.  Should the performance of the Services be affected by such absence or incapacity; or, should the Client legitimately consider that the performance of the Services is likely to be affected by such absence or incapacity, this Agreement may be terminated by the Client with a two (2) weeks prior written notice.

e. If the Client feels that an employee or subcontractor is failing to comply with the provisions specified under b) above; or is not capable of providing the Services adequately, it may notify the Agency, who shall be obliged to remedy the situation.

f. The Agency shall remain liable, towards the Client and third parties, for the actions of his employees and subcontractors during the performance of this Agreement.

g. The Agency will take each and every relevant backup measures in order to avoid any damage to the Client’s data, information, electronic supports files, and/or any element used by or entrusted to the Agency

h. The Service shall be monitored at two different levels:

i. On the technical side, on a monthly basis (unless otherwise specified by the Parties in writing), by one of the Agency’s Service managers, and

ii. On the contractual side on a monthly basis (unless otherwise specified by the Parties in writing), by one of the Agency’s contract managers.

The frequency of such monitoring may be modified by the Parties as necessary.

d. Changes

Changes may be requested by the Client or suggested by the Agency. The details of the changes shall be presented to the Steering Committee 
which shall decide whether or not to ratify the changes in principle.

The Agency shall then examine the consequences of implementing the change, notably the financial consequences and the period of time involved, on the conditions for performing the Service. These consequences shall be discussed in order to reach a final agreement: in case of agreement, the Agency shall if necessary adjust the typical profile of the participant.

e. Time is of essence

The Agency acknowledges that the Services are critical for the Client, and therefore, that time is of essence in the performance of the Services. Consequently, the Agency shall ensure at all times, that the planning as provided in the Order, is complied with.

f. Acceptance 

In case of Services with deliverables, each deliverable will be subject to an individual acceptance.

The Client shall have a period of fifteen (15) working days from the delivery date of each deliverable, to submit any justified reservations to the Agency.

The Agency shall be obliged to act within a period of ten (10) working days to reply to the reservations specified therein, to investigate the reasons for the defects and to remedy the situation so that the binding deadlines specified in the planning can be maintained.

The Client shall then have a period of fifteen (15) working days from receipt of the amended deliverable to submit justified reservations or to accept the amended deliverable. 

In any case, all deliverables must be formally accepted by Client to trigger final acceptance and payment of the Services.

6. Security

Should the Services imply an interaction of the Agency with the Client’s information systems; or should the Services possibly impact the Client’s information systems; the Agency represents and warrants that it will provide technical and organisational security measures corresponding to the up to date state of the art; and in any case, which cannot be less than those security measures listed in Annex B “Security”. Such security level shall be ensured by the Agency during the Agreement’s term at the Agency’s costs.

The Agency shall immediately inform the Client of the occurrence of a security breach in writing. 

The Agency shall immediately implement each and every relevant security measures, in order to stop such security breach.

7. Service level agreements

Services shall be provided according to the service levels provided in Annex XXX “Service level agreements”.

8. Interoperability

The Agency guarantees that the Application will be interoperable with GDI’s information systems. For that purpose, the Agency ensures that he has the knowledge of the Client's information systems, in particular by reasonably requesting any information it deems relevant from the Client. The Client collaborates with the Service Provider in good faith.

9. Financial terms and conditions

a. Service Fees

Service fees for the provision of the Services are defined in each Order (hereinafter “Service Fees”). 

Service Fees are definitive, in Euros and do not include VAT.

b. Out-of-pocket expenses

Client shall reimburse Agency for all reasonable out-of-pocket travel and living expenses (except in Paris region) according to conditions of this article. The Agency shall send a detailed quote to the Client for acceptance. In any event, Agency agrees that those out-of-pocket expenses shall remain reasonable. Reimbursements will occur on the presentation of duly paid invoices.

c. Invoicing

Agency shall invoice each Client according to the provisions described in each Order.

d. Payment

Invoices for the Services shall be paid by Client sixty (60) days from the date of the issuance of the invoice.

In the event of late payment of an undisputed invoice, and following fifteen (15) business days written notice from Agency, Agency shall be entitled to terminate the Order according to the provisions of article 3 hereto. 

In the event of late payment of an undisputed invoice, Agency shall be entitled to apply interest on the amount due at the rate of three (3) times the French legal rate of interest at the date of invoice.

A fixed fee of forty (40) euros for collection expense shall be added to the late payment fees.

10. INTELLECTUAL PROPERTY RIGHTS

a. Background IPR

Each Party remains the owner of its background intellectual property rights or its IPR developed outside of these Services, independently by a given Party.

b. Foreground IPR

Upon payment of the Service Fees, all the newly created Intellectual Property Rights developed in the course of the execution of this Agreement (referred to as “Foreground IPR”) on all documents (including studies and technical documentation, whether in electronic or paper form), reports, source code, diagrams, schematics, guides, instructional materials and specifically developed Software resulting from Agency’s performance of the Services shall be automatically assigned to Client

To this extent, the Agency shall transfer to Client all the rights, and notably:

- 
the right to reproduce or commission the reproduction of all or part of said Foreground IPR including the Services’ deliverables and more generally each and every result and all adaptations as referred to hereinafter on all media, notably paper, magnetic, digital, computer, electronic, CD-Rom, CD-I, DVD media or any other known or unknown, current or future media without any limitation of number, the right to adapt or commission the adaptation of all or part of said Foreground IPR , the right to correct it, develop it, create new versions, maintain, mix, modify, assemble, transcribe, adapt and digitise it, use it with all configurations, interfaces, software, databases or computer product, use algorithms for any purpose and transcribe all or part of it in any form and integrate all or part of it in existing or future works using any media;

· the right to translate all or part of said Foreground IPR into any language or programming language using any media;

· the right to transmit or commission the transmission of all or part of said Foreground IPR and all adaptations in any way whatsoever using any procedures, known or as yet unknown, and notably using any telecommunications networks, any broadcasting methods including transmission by wireless, cable or satellite channels using any media;

· the right to use and exploit said Foreground IPR in any way for its own benefit or for the benefit of third parties, free of charge or in return for payment, provided that the Client does not intend to make an offer based on this Foreground IPR to a third party which is not a competitor of the Agency. 

This transfer shall be granted in accordance with the terms set out in the Appendix XXXX.

11. WARRANTY - LIABILITY – INSURANCE
a. Warranty

Agency warrants that:

b) Services will be performed according to the provisions of article 5 hereto;

c) it duly holds all necessary rights of ownership attached to intellectual property used for the purpose of Agreement performance, worldwide. Accordingly, the Agency shall indemnify and hold harmless Client, from and against any third party claims and/or actions and/or proceedings relating to intellectual property rights supplied by the Agency relating to the Services, whatever the grounds of said claims and/or actions and/or proceedings may be, used by Client during the Agreement, and shall bear all Client attorney’s fees, damages and indemnities which may result from such claims and/or actions and/or proceedings against Client; and
d) It will comply and ensure that its employees and subcontractors comply with any applicable laws, and specifically personal data protection laws.

b. Liability

Each Party shall be liable to the other for any damage resulting of a breach of this Agreement. This liability shall be caped to [amount].

For the sake of clarity any penalty paid to Customer will be considered an advance on potential damages.

Neither Party shall be liable for indirect and/or consequential damages.

However, each Party’s liability is not limited in whatsoever manner for: (i) gross negligence a breach of a Material Obligation, and/or wilful misconduct and fraud; (ii) any liability arising under clause 8.1 b) and/or c); (iii) any liability arising under clauses 4.8 or 16.5; (iv) any physical injury; or(v) any damage to property.

Insurance

Agency shall subscribe and maintain, at its own cost, insurance policies for amounts commensurate with the exposure of the Services delivered to Client. Agency shall effect and maintain professional liability insurance for damages resulting from or in any way connected with any acts or omissions of Agency in the performance of the Services under this Agreement.

The insurance certificates of the Agency as of the Effective Date has been transmitted to Client.

11. FORCE MAJEURE

The Parties agree that in case of a “Force Majeure Event”, as defined by French laws and jurisdictions, the affected Party shall notify in writing the other Party of the Force Majeure Event and provide evidence of the Force Majeure Event within three (3) Business Days following its occurrence. This notification shall specify which provisions are made to remedy and mitigate the consequences of the Force Majeure Event. The affected Party shall take all reasonable steps to limit its effects and duration.

The obligations suspended shall resume as soon as possible after the effects of the Force Majeure Event have ceased.

In the event that the Force Majeure Event lasts more than one (1) month, each Party shall be entitled to request the termination of the Agreement by a termination notice, sent by registered letter with acknowledgement of receipt. Such termination will be effective as of expiry of a eight days period.

12. UNDERTAKING REGARDING THE PERSONNEL

Without prior written agreement from the other Party, each Party undertakes not to directly engage the services of the personnel of the other Party operating under the Agreement, for the duration of his/her mission under the Services, on penalty of having to pay to the other Party a sum equal to three (3) months of the net monthly salary of the person in question.

13. ASSIGNMENT

The Parties declare that the Agreement has been concluded intuitu personae. Neither of them is authorised to grant, transfer or assign all or part of its rights and obligations of the Agreement without prior written approval of the other Party.

However, each Party is entitled to transfer and assign the Agreement to any Affiliate. 

14. SUBCONTRACTING

Agency shall not sub-contract all or substantially all of its obligations under the Agreement unless otherwise previously agreed in writing by Client. Specific provisions regarding subcontracting within the context of personal data protection is governed by the provisions of Annex 5 “Personal Data”.

Agency shall ensure that its subcontractors shall comply with all applicable and relevant Agency’s duties and responsibilities defined in the Agreement

Agency shall be fully liable to Client for all work covered by the Agreement, whether the said work is performed directly by Agency or by its subcontractors.

15. CONFIDENTIALITY

During the term of the present Agreement and five (5) years after its termination or expiration, each Party (i) agrees that it will treat as confidential and it will not distribute, disclose or disseminate to any third party, all information and documents disclosed, transmitted or made available to the receiving party during  the performance of the Agreement ( referred to as “Confidential Information”), and (ii) it will not use such Confidential Information disclosed hereunder for any other purpose than the performance of the Agreement, and (iii) it will protect such Confidential Information at least as securely as its protects its own proprietary and confidential information.

However, the receiving party may disclose Confidential Information, to (i) GDI’s Affiliates; (ii) its consultants, subcontractors, advisors who need to know the same, provided that such consultants, subcontractors or advisers are bound by obligations of confidentiality equivalent to those set out in this Agreement; and (iii) where disclosure is required by law, by a court of competent jurisdiction or by a regulatory body with authority over its business.

The obligation of confidentiality shall not apply to Confidential Information that:

· is in or enters the public domain, provided that this has not happened because of a breach of this Agreement or any duty of confidentiality; or

· is or has been already possessed by the receiving party prior to disclosure by the disclosing party and where the receiving party was at the time of such disclosure free to disclose it to others; or
· is information that is independently originated by the receiving party or acquired by the receiving party from a third party in circumstances in which such party is free to disclose it to others; or
· is already known to the receiving party at the time of its disclosure.
16. LANGUAGE

The official language of the Agreement is English, which shall prevail over any other language used in any translated document.

17. MODIFICATION

This Master Agreement may not be modified, supplemented, or amended except by formal amendments signed by the duly authorized representative of each Party.

18. MISCELLANEOUS

Announcements and publicity

Agency agrees not to use the Agreement for publicity or commercial purposes and/or the promotion of its own image, or any other type of announcements without Client’s prior approval in writing. Agency agrees not to use Client name, logo and trademarks without Client’s prior approval in writing. Any request for announcements or publicity sent by Agency must be presented for Client approval with the support for this reference and the nature of distribution.

Headings

If any of the headings of the provisions herein are inconsistent with the terms of the related clause, they shall have no effect.

Non-Waiver

Failure by one of the Parties to enforce any clause of the Agreement, whether permanently or temporarily, shall under no circumstance be construed as a waiver of the rights of the said Party under the said clause.

Notices

A notice under or in connection with this Agreement (a "Notice") must be in writing, and (i) delivered personally or (ii) sent by registered letter with acknowledgement of receipt or (iii) sent by registered mail or by fax with acknowledgement of receipt, to the Party due to receive the Notice at its registered office as specified in this Agreement or to another address, person, or fax number specified by the receiving Party.

19. Responsible Development

Compliance

The Parties shall  comply with all applicable laws and regulations including without limitation those relating to: (i) employees’ rights (including worker health and safety and the prohibition of forced labour and child labour), (ii) environmental law, (iii) financial probity (such as the prohibition of any act of corruption and anti-money laundering), (iv) competition law, and (v) economic sanctions, import and export control regulations (and shall therefore not source the Products or any of its materials, components, software, from any individual or entity if it could result in a violation of such regulations). The Agency shall promptly inform in writing the Client, if any materials, products and/or components and/or software, covered by this Agreement, are subject to any re-export or resale restrictions and/or are originating from or incorporate contents manufactured in the United States of America. 

The Parties warrant and covenant to fulfil the obligations set forth in this article. Each Party shall implement proportionate internal measures and procedures to comply with and prevent any breach of the above-mentioned obligations and agrees to communicate them to the other upon request. 

Each Party shall be entitled to terminate the Agreement and/or suspend all or part of its contractual obligations with immediate effect upon written notice, without liability to the other, in the event a new law or regulation renders the execution of its contractual obligation illegal, impossible or exposes it to sanctions. 

If the Client has reasonable doubts about the Agency’s compliance with any part of this Article or lawfulness of the Agreement or of the Agency’s behavior, including if the suspected breach might damage its reputation, name or integrity, the Parties shall meet to discuss the situation and the Client might ask the Agency for justifications. Upon written notification to the Agency, the Client might suspend the performance of all or part of the contractual obligations under the Agreement for the time of conducting a risk assessment and defining with the Agency an action plan. If such action plan is not suitable or if there is a failure to implement it, the Client shall be entitled to terminate the Agreement, upon written notice. Suspension and/or termination under this Article shall be without liability from the Client and shall not entitle the Agency to receive any compensation. The Agency shall bear its own costs arising from any termination or suspension under this Article and shall mitigate the resulting consequences.

Any exclusions or limitations of the Agency’s liability mentioned elsewhere in the Agreement shall not apply to the Client’s claims arising from the Agency’s breach of obligations under this Article.

The Agency acknowledges that is has been informed of the Client’s Anticorruption policy, accessible at:  https://www.saint-gobain.com/en/corporate-responsibility/our-pillars/business-ethics. 

The Agency acknowledges that it has been informed of Client's alert system (whistleblowing), accessible at: https://www.bkms-system.com/saint-gobain.

 Responsible Purchasing 

The Saint-Gobain Group has signed up to the “United Nations Global Compact” and applies the “OECD guidelines for multinational enterprises” as well as the fundamental principles and rights at work described in the “ILO Declaration” (International Labour Organization). In this context, it has notably adopted a policy of responsible purchasing, an integral part of the Group’s responsible development policies.

The approach and expectations of the Saint-Gobain Group with regard to its suppliers are formalized in the “Supplier’s Charter” appended hereto (hereinafter referred to as the “Charter”). 

In addition to this Charter, the Agency acknowledges that it has been informed of Saint-Gobain Group’s alert system (whistleblowing), which is accessible at: https://www.bkms-system.com/saint-gobain.

As part of its responsible purchasing policy, and in application of its vigilance plan, Saint-Gobain Group conducts a supplier analysis based on its risks mapping before assessing, if necessary, its Supplier’s environmental, social and ethical practices through documentation reviews or on-site audits, on the basis of international standards (hereinafter referred to as the “Evaluations”). Should these Evaluations show any disparities between the standard reference framework used and the Agency’s practices, the Client will define with the Agency the corrective measures to be implemented. Any failure to implement these measures may result in the Agency being delisted and in the early termination for breach of this Agreement and all other agreements concluded with the Saint-Gobain Group companies.

The Agency warrants that it has read, understood and shall complies with the Charter. The Agency acknowledges that the Client may conduct Evaluations on the Agency and agrees to provide the necessary assistance for that purpose. 

Severability

Should one or more of the provisions of the Agreement be declared null and void by an act or regulation, or by final decision of a court of competent jurisdiction, they shall be deemed not written and the other provisions herein shall remain in full force and effect

Social regulations

According to articles L8222-1 to L8222-5 and D8222-7 of the French Code du travail, the Agency shall provide the Client with the following documents: (i) at the date of execution of this Agreement; and (ii) every six (6) months following such date:

· A document including its individual ID number as per article 286 of the Code Général des Impôts. Should the Agency not be compelled to have such ID number, it shall communicate a document mentioning its identity, address and, if available, the details relating to its tax representative in France;

· A document attesting its compliance with regards to the EU regulation 883/2004 dated April 29, 2004 or of an international social security convention. Likewise, when available under its domestic law, provide a document issued by the local public body in charge of social security stating that the Agency is up to date with its social declaration and payments as set in article L243-15 of the French Code de la sécurité sociale;

· Should the registration to a professional register be compulsory in the state where the Agency is settled, a document from the public body handling such register or equivalent document attesting of such registration.

The aforementioned documents are to be provided either in French or with appropriate translation in French.

15. Client Data

Data Ownership - The Parties agree that the data used, processed, hosted, saved or stored by the Agency on behalf of the Customer or on its initiative, are and remain the property of the Client.

Personal data - The Parties will apply the provisions of Annex 5 “Personal Data”. This Annex shall also be considered a template agreement for any Order implying an additional data processing than those described in the Annex 5.

Agency acknowledges and agrees that the Client data remains the property of Client and it has no right, title or interest in any Client data.

Agency acknowledges that the Services provided as per this Agreement are strategic for the Client and that any harm suffered by such Client data shall be considered as a Material Breach of Agency’s contractual obligations. As such, the Agency shall indemnify and hold the Client harmless against any loss or damage of any nature deriving from such breach.

Parties acknowledge they act as:

· Independent controllers in relation to contact details exchanged while discussing this Agreement and managing it on a daily basis

· Controller to processor for processing activities as detailed in Annex 6 “Personal Data”. For controller to processor data processing, the parties shall comply with the terms and conditions of Annex 6.

Agency undertakes, during the term of the Agreement, not to change the country from where Services are performed or delivered, without the express prior consent of the Customer, being specified that at the date of execution of this Agreement, Services are due to be performed in or from the following countries exclusively: [list of relevant countries to be inserted]. 

16. Divested Entities

In the event that an Affiliate is no longer an entity of the Saint-Gobain Group (referred to as “Divested Entity”), Client shall inform Agency as soon as possible.

In such case, the Divested Entity shall no longer be entitled to use the Services.

17. Electronic signature

This Agreement will be executed electronically through Adobe Sign or Docusign. It is agreed between the Parties that even a simple electronic signature through Adobe Sign or Docusign will be considered an original copy as if this Agreement had been signed on a hard copy.

18. APPLICABLE LAW – JURISDICTION

This Agreement (including any Order) is governed by, and shall be construed in accordance with French law without regards to its conflict of laws principles.

In the event of a dispute arising out of the construction, performance, expiry or termination of an Order and/or the Agreement (a “Dispute”), the Parties shall endeavour to settle the Dispute amicably during a period of eight (8) days starting from the receipt of the notification of such Dispute. 

If the Parties have not resolved the Dispute by the end of such period of time, the courts of Paris shall have exclusive jurisdiction to settle the Dispute and to hear and decide any suit, action or proceedings relating to the Dispute and, for these purposes, each party irrevocably submits to the jurisdiction of the Paris (France) courts, regardless of where the Service is performed or the domicile of the defendant. The Parties expressly agree that this clause also applies in case of summary procedure, multiple defendants or appeals.

Electronically signed in Courbevoie,
AGENCY                                                   
GDI
-----------------------------
Ursula Soritsch-Renier
---------------------------------
President
Signature
Signature

APPENDIX A: Description of the Application development Services

APPENDIX B: Security Insurance Plan

APPENDIX C: Supplier Charter

SAINT-GOBAIN GROUP SUPPLIER’S CHARTER

Having signed up to the UN’s Global Compact, the Group has, since 2003, formalized its values through the General Principles of Conduct and Action applicable to all employees worldwide, and in doing so, confirmed its resolve to work towards responsible business growth.

Accordingly, the economic, social and environmental requirements of sustainable development are fundamental elements in the strategy of the Saint-Gobain Group.

For this reason, Saint-Gobain has decided to invite its Suppliers to take part in this process within their own sphere of action or influence.

This is the purpose of the present Charter which Saint-Gobain asks its Suppliers to support.

Their level of commitment in this domain is one of the deciding factors in selecting Suppliers and Saint-Gobain will make sure that Suppliers fully understand the Charter’s contents.

This Charter is an integral part of the documentation handed out by Saint-Gobain in support of its consultations and is intended to be included in the contractual documents.

The Purchasing Departments of Saint-Gobain Group entities may be led, under certain circumstances, to take the measures they deem necessary to ensure full compliance with the Charter, notably by sending out questionnaires or conducting or having conducted specific audits at the Suppliers and sub-contractors’ premises.

The Saint-Gobain Group expects its Suppliers and sub-contractors to be mindful that their own Suppliers and sub-contractors enable them to fully support the principles detailed in this Charter.

Respect the right to development

Suppliers guarantee their employees a decent standard of living.

They participate as much as possible in the development of the country they operate in and work with all types of companies in compliance with this charter.

Employee rights 

Regarding relations with their own staff, Suppliers and subcontractors comply with the legal rules and regulations applicable in the countries where they operate as well as the norms set out by the International Labour Organization concerning workers’ rights, especially in the area of social security, working hours and conditions, compensation and when it comes to exercising freedom of association.

In particular, Suppliers and subcontractors undertake not to resort in any way, shape or form, either directly or through their own subcontractors or Suppliers,

· to forced or mandatory labour,

· to child labour.

Finally, they make sure that their working practices are free from any form of job discrimination.

Occupational health and safety

Suppliers and subcontractors endeavour to take the necessary steps to ensure occupational health and safety.

For their own activities, they implement a policy aimed at identifying and preventing health and safety risks affecting:

· their full-time and temporary members of staff,

· their customers’ employees and the users of their products,

· their own Suppliers and subcontractors’ employees (temporary and full-time),

· the communities surrounding their facilities.

They inform the Saint-Gobain Group of any hazards or risks associated with their products or interventions on Saint-Gobain sites.

Finally, they make sure that their employees fully comply with regulations and Saint-Gobain Health and Safety standards when called out to work on Saint-Gobain sites. They inform Saint-Gobain of any incidents or non-conformities occurring.

Environmental commitment

Suppliers and subcontractors implement policies on managing and improving their manufacturing processes, which are designed to limit their environmental footprint throughout the life cycle of the products they supply.

In particular, they strive in their respective domains to:

· reduce their impact on ecosystems and biodiversity,

· optimise consumption of natural resources and energy,

· reduce emissions of greenhouse gases, pollutants and volatile organic compounds,

· reduce quantities of waste released and develop recycling and recovery solutions.

They identify and quantify the significant environmental aspects of their activities, products and services. They ensure a traceability of raw materials, components and materials necessary for the provision of services or property.

Suppliers shall be duty-bound to Saint-Gobain to disclose any product information required for the Group’s environmental policy to be applied, especially in terms of Carbon Footprint and Life Cycle Assessment. 

Suppliers and subcontractors encourage the development and distribution of environmentally-friendly technologies and work towards achieving the targets listed above.
Legal compliance commitment

Suppliers carry on their activities in strict compliance with applicable domestic and international legal standards.

In particular:

· They reject any actions liable to falsify or distort free competition or market access or infringe on the applicable legal rules concerning competition law,

· They reject any form of active or passive corruption in domestic or international transactions,

· They refrain from any practice aimed at interesting, either directly or indirectly, any Saint-Gobain employee with whom they have a business relationship in developing their relations, whether personally or in whatever shape or form.

Suppliers agree to provide only products that comply with national, European and international laws, and regulations, as required by the country of distribution.

Suppliers have to be mindful that their own Suppliers allow them to fully adhere to the principles detailed in this Charter.
APPENDIX D: Personal Data

PERSONAL DATA PROTECTION – DATA PROCESSING AGREEMENT (CONTROLLER TO PROCESSOR)

Company or GDI,

(hereinafter, the “controller”) on the one part; 

AND 

XXX (hereinafter the “processor”) on the other part.

I. Purpose of this DPA

The purpose of this Data Processing Agreement (“DPA”) is to define the terms and conditions according to which the processor undertakes to carry out, on the controller's behalf, the personal data processing operations defined below. 

II. Description of the processing being subcontracted out 

As part of their contractual relations, the parties shall undertake to comply with the applicable regulations on personal data processing and, in particular, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 which is applicable from 25 May 2018 (hereinafter the “General Data Protection Regulation” or “GDPR”). It is hereby specified that GDI may act for its own needs as well as for those of one or more Affiliates of the Saint-Gobain Group. In such case, GDI will be a data processor for its relevant Affiliates.  

The purpose of the processing, nature of operations carried out on the data, personal data processed, categories of data subjects are listed in Appendix 1 of this DPA.

III. Term 

This annex enters into force at the date the Agreement is a part of, enters in force, and the latter’s term. 

IV. Processor's obligations with respect to the controller 

The processor shall undertake to: 

1. process the data solely for the purpose(s) indicated in Appendix 1 of this DPA.

2. process the data in accordance with the documented instructions from the controller as detailed in the Agreement and Appendix 1 and 2 appended hereto. Where the processor considers that an instruction infringes the GDPR or of any other legal provision of the European Union or of Member States bearing on data protection, it shall immediately inform the controller thereof. Moreover, where the processor elects to transfer personal data to a third country or an international organisation, under Union law or Member State law to which the processor is subject, the processor shall inform the controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest 

3. guarantee the confidentiality of personal data processed hereunder 

4. ensure that the persons authorised to process the personal data hereunder: 

 - have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality 

- receive the appropriate personal data protection training 

5. take into consideration, in terms of its tools, products, applications or services, the principles of data protection by design and by default.

6. Sub-contracting  

The processor may engage another processor (hereinafter the “sub-processor”) to conduct specific processing activities. In this case, the processor shall inform the controller, of the identity of such sub-processors. Should processor wish to change any sub-processor, controller shall have the right to opt into receiving notifications of such intended changes concerning the addition or replacement of other processors. This information will clearly indicate which processing activities are being subcontracted out, the name of the sub-processor and the dates of the subcontract change/ replacement. The controller has a minimum timeframe of thirty (30) days from the date on which it receives said information to object thereto. Such sub-contracting is only possible where the controller has not objected thereto within the agreed timeframe. A list of sub-processors at the execution date of the Agreement is provided in Appendix 1, 7) to this Annex.

The sub-processor is obliged to comply with the obligations hereunder on behalf of and as instructions from the processor. It is the initial processor's responsibility to ensure that the sub-processor provides the same sufficient guarantees to implement appropriate technical and organisational measures in such a manner that processing meets the requirements of the General Data Protection Regulation. Where the sub-processor fails to fulfil its data protection obligations, the initial processor remains fully liable with regard to the controller for the sub-processor's performance of its obligations. 

7. Data subjects' right to information 

It is the controller's responsibility to inform the data subjects concerned by the processing operations at the time data are being collected. 

8. Exercise of data subjects' rights 

The processor shall assist the controller, insofar as this is possible, for the fulfilment of its obligation to respond to requests for exercising the data subject's rights: right of access, to rectification, erasure and to object, right to restriction of processing, right to data portability, right not to be subject to an automated individual decision (including profiling). 

Where the data subjects directly submit requests to the processor to exercise their rights, the processor shall forward these requests as soon as they are received by email to privacycontact.cGDI.fr@saint-gobain.com. 

9. Notification of personal data breaches 

The processor shall notify the controller of any personal data breach not later than forty-eight hours after having become aware of it and by email to: privacycontact.cGDI.fr@saint-gobain.com 
. Said notification shall be sent along with any necessary documentation to enable the controller, where necessary, to notify this breach to the competent supervisory authority.

10. Assistance lent by the processor to the controller regarding compliance with its obligations 

The processor assists the controller in carrying out data protection impact assessments. 

The processor assists the controller with regard to prior consultation of the supervisory authority.

11. Security measures 

The processor shall implement the security measures provided in Appendix X of the Agreement/this DPA. 

12. Fate of data 

At any time during the performance of the Agreement, and at the term or termination of the Agreement, the processor shall implement any instruction in relation to the data. Should controller ask processor to destroy/return the data, processor shall: (i) permanently destroy/return such data/their copies, including on its backup systems; and (ii) provide processor with a written certificate attesting such destruction both in accordance with the terms of the Agreement and/or applicable law. Specific features of this Section 12 “Fate of Data” are provided in Appendix 1, 6) of this Annex.

13. The Data Protection Officer 

The processor communicates to the controller the name and contact details of its data protection officer, if it has designated one in accordance with Article 37 of the GDPR. 

14. Record of categories of processing activities 

The processor states that it maintains a written record of all categories of processing activities carried out on behalf of the controller, containing: 

•
the name and contact details of the controller on behalf of which the processor is acting, any other processors and, where applicable, the data protection officer; 

•
the categories of processing carried out on behalf of the controller; 

•
where applicable, transfers of personal data to a third country or an international organisation, including the identification of that third country or international organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1) of the GDPR, the documentation of suitable safeguards such as, but not limited to the EU standard contractual clauses; 

•
where possible, a general description of the technical and organisational security measures, including inter alia: o the pseudonymisation and encryption of personal data; 

•
the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services; 

•
the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; 

•
a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing. 

15. Documentation 

The processor provides the controller with the necessary documentation for demonstrating compliance with all of its obligations and for allowing the controller or any of its service Agency auditors it has authorised to conduct audits, including on premise inspections, and for contributing to such audits. 

16. International Transfers 

In case of international transfers of personal data, i.e. outside of the European Economic Area (“EEA”), if the country where the personal data are to be transferred is not a country with an adequate level of protection (as decided by the EU Commission); then the parties agree to enter into EU standard contractual clauses in force at the date of execution of the Agreement (“SCC”). In this case, the SCC may be appended to the Agreement or this DPA.

Should the parties execute a set of SCC, they may add additional guaranties.

Such additional guarantees may be:

- a valid Privacy Shield certificate (for US processors); and

- in the event processor receives an order from any third party for compelled disclosure of any personal data that has been transferred under SCC, processor shall:

i.
use every reasonable effort to redirect the third party to request data directly from controller;  

ii.
promptly notify controller, unless prohibited under the law applicable to the requesting third party, and, if prohibited from notifying controller, use all lawful efforts to obtain the right to waive the prohibition in order to communicate as much information to controller as soon as possible; and 

iii.
(use all lawful efforts to challenge the order for disclosure on the basis of any legal deficiencies under the laws of the requesting party or any relevant conflicts with the law of the European Union or applicable Member State law.  

-
Processor shall indemnify a data subject for any material or non-material damage as provided in the GDPR to the data subject caused by processor’s disclosure of personal data of the data subject that has been transferred under the SCC in response to an order from a non-EU/EEA government body or law enforcement agency.

-
In addition to Clause 5(b) of the SCC, processor agrees and warrants that it has no reason to believe that the legislation applicable to it or its sub-processors, including in any country to which personal data is transferred either by itself or through a sub-processor, prevents it from fulfilling the instructions received from the data exporter and its obligations under this DPA or the SCC and that in the event of a change in this legislation which is likely to have a substantial adverse effect on the warranties and obligations provided by this DPA or the SCC, it will promptly notify the change to controller as soon as it is aware, in which case controller is entitled to suspend the transfer of data and/or terminate the Agreement.

V. Controller's obligations with respect to the processor 

The controller undertakes to: 

1. provide the processor with the data mentioned in II hereof 

2. document, in writing, any instruction bearing on the processing of data by the processor 

3. supervise the processing, including by conducting audits and inspections with the processor.

Appendix 1 to the DPA

1)
 Purpose of the Data Processing

The purpose of the data processing is: 

☐
HR management 

☐
Administrative management (the way Affiliates are being managed) 

☐
Business development/commercial prospecting 

☐
Cybersecurity

☐
People and assets security (CCTV etc.)

☐
Other ____________________

2)
Nature of the Processing

☐
Hosting (including backup)

☐
Registering 

☐
Access 

☐
Collection of Personal Data 

☐
Use 

☐
transfer  

☐
deletion (including anonymization)

☐
copy 

☐
modification (including pseudonymization)

☐
Other: _________________________ 

3) 
Categories of Personal Data affected by the Processing

☐
Identification data (name, first name, personnal number) 

☐
Communication data (such as address, email address, telephone number) 

☐
Contract master data (type of privity in contract, interest in product/contract)

☐
Customer history 

☐
Customer purchasing preferences 

☐
Contract billing and payment data 

☐
Credit rating data 

☐
Third party data (e.g. credit rating information) 

☐
Data from public registers  

☐
Online usage data (logs, ….) 

☐
Human resources related data 

☐
Employee master data 

☐
Payroll and payment data 

☐
Job references with performance and assessment data 

☐
Warnings 

☐
Applications with contact data, performance data, assessment data

☐
Planning and control data 

☐
Geo tracking and other personal data related to the geographical situation of the data subject 

☐
Other (please list): Any other data that Controller decides to protect with data importer's products and services.  

4) 
Special Categories of Personal Data affected by the Processing

The personal data that may be transferred would not normally concern any special categories of data and Controller is advised against providing Processor with special categories of data. 

☐
Health  

☐
Racial or ethnic origin 

☐
Religious or philosophical beliefs  

☐
Trade union membership 

☐
Biometric data 

☐
Genetic data 

☐
Sex life or sexual orientation 

☐
Political opinions 

5)
Data Subjects affected by the Processing

☐
Employees 

☐
Customers and potential customers 

☐
Contractors  

☐
Interested parties 

☐
Subscribers (e.g. to an email newsletter) 

☐
Agencys, sub-contractors and contacts at Agency’s or subcontractor’s  

☐
Distributors 

☐
Other (please list): _________________________ 

6)
Data retention period

☐       Agency only has access to/works on the controller’s network, and therefore is not asked to process any personal data as a processor. Should Agency have by accident any data on its endpoints/network, it shall permanently delete them immediately;   

☐     controller cannot monitor data retention periods: in such cases, processor warrants that it will implement data retention periods in accordance with its GDPR obligations. Processor shall then provide controller with a written certificate attesting of the compliance with such instructions; 

☐      controller can monitor data retention periods directly.

7) 
List of Sub-processors

At the date of execution of this Agreement, the following entities are appointed as the processor’s sub-processors:

Appendix 2 Technical and Organisational Measures 

APPENDIX E: INTELLECTUAL PROPERTY ASSIGNMENT AGREEMENT (TEMPLATE)

BY AND BETWEEN:

SAINT-GOBAIN [AFFILIATE NAME], [LEGAL FORM], a company organized and existing under the laws of [COUNTRY], registered at the Registrar of trade of [CITY], under n° [n°], having its registered office at [ADDRESS], represented by [FIRST AND LAST NAMES], acting as [FUNCTION], hereinafter the “Assignee”,

on the one side;

AND

XXXXXXX, a XXX Company, with a share capital of XXX, registered with the Corporate and Trade Register of XX under number XXX, whose registered office is located at XXXXXX, represented by XXX acting in his capacity as XXX, hereinafter referred to as “Assignor”,    







on the other side.

Assignee and Assignor may together be referred to as the “Parties”, and severally as a “Party”.

WHEREAS:

The Parties have entered into a master agreement signed on XX XX 2021 (hereinafter the “Agreement”). 

[TO BE ADAPTED ON A CASE BY CASE BASIS] The Assignee has issued an Order involving developments of Intellectual Property Rights as listed in this intellectual property assignment agreement (hereinafter the “Assignment Agreement”). 
The Assignor wishes to assign such Intellectual Property Rights to the Assignee according to the terms and conditions of this Assignment Agreement.

NOW THE PARTIES AGREE AS FOLLOWS:

ARTICLE 1. Definitions

Assignment shall mean the assignment of the Intellectual Property rights by Assignor to Assignee for the Term on the Territory.

Term shall mean the duration of the Intellectual Property Rights.

Intellectual Property Rights shall mean the Foreground IPR listed in article 2 of this Assignment Agreement.

Territory shall mean worldwide.

ARTICLE 2. Purpose of the Assignment

The Assignor agrees to assign [on an exclusive basis
] the Intellectual Property Rights to the Assignee, which accepts them, according to the terms and conditions of this Assignment Agreement. 

Such Assignment shall be made in compliance with the legal warranties in force.

ARTICLE 3 Assignment of the Intellectual Property Rights

The Assignment of the Intellectual Property Rights includes the assignment of the exclusive rights to grant any license or sub-license for the Territory and for the Term.
Assignor shall transfer to Assignee all the Intellectual Property Rights, and notably:

- 
the right to reproduce or commission the reproduction of all or part of said Intellectual Property Rights including the Services’ deliverables and more generally each and every result and all adaptations as referred to hereinafter on all media, notably paper, magnetic, digital, computer, electronic, DVD media or any other known or unknown, current or future media without any limitation of number, the right to adapt or commission the adaptation of all or part of said Intellectual Property Rights, the right to correct it, develop it, create new versions, maintain, mix, modify, assemble, transcribe, adapt and digitilize it, use it with all configurations, interfaces, software, databases or computer product, use algorithms for any purpose and transcribe all or part of it in any form and integrate all or part of it in existing or future works using any media;

-
the right to translate all or part of said Intellectual Property Rights into any language or programming language using any media;

-
the right to transmit or commission the transmission of all or part of said Intellectual Property Rights and all adaptations in any way whatsoever using any procedures, known or as yet unknown, and notably using any telecommunications networks, any broadcasting methods including transmission by wireless, cable or satellite channels using any media;

-
the right to use and exploit said Intellectual Property Rights in any way for its own benefit or for the benefit of third parties, free of charge or in return for payment, provided that the Client does not intend to make an offer based on this Foreground IPR to a third party which is not a competitor of the Supplier. 

ARTICLE 4. WARRANTY

As an addition to the warranties provided in the Agreement in relation to third parties’ intellectual property rights, the Assignor represents and warrants to the Assignee that:

a) the Intellectual Property Rights, have been registered if required, and that all rights and fees due to him on the date of signature of the Assignment Agreement have been duly paid;

b) it is the sole and lawful owner of such Intellectual Property Rights; and

c) that he has not granted or promised to any third party any privilege on these Intellectual Property Rights, such as a pledge, charge or similar arrangement, nor any right competing with those covered by the Assignment Agreement, whether by Assignment Agreement, promise of a licensing, distribution or sub certificating agreement, or otherwise.

ARTICLE 5. Price of the Assignment
The Assignment is made in return for payment of the price indicated in the Order by the Assignor, amounting XX euros and covers the entire Duration of the Assignment Agreement, and the Territory.

APPENDIX F: TERMS OF USE OF THE PLATFORM

DEFINITIONS:

“Code”: shall mean a code written in a programming language that can be converted into an executable program. Code can be open-source code, free code or proprietary code.

“Codes Brick”: shall mean a combination of several Codes.

“GDI”, ‘GDI” or “Us” shall mean Saint-Gobain Group Digital & IT International.

“Terms” shall mean the present Terms of Use.

“You” or “Your” shall mean the Authorised User who agrees to be bound by these Terms. 

1. Acknowledgment

The aim of the XR Platform is to enable Authorised Users to connect for downloading the Framework as a basis for developing an Application. 

Each Application shall be uploaded on the Platform by an Authorised User for the sole and exclusive benefit of Customer.

These Terms of Use set out the rights and obligations of all Authorized Users regarding the use of the Platform. Your access to and use of the Platform is conditioned to Your acceptance of and compliance with these Terms. If You disagree with any part of these Terms then You may not access nor use the Platform.

The access to the Platform shall be made through the Okta tool. If You are a Saint-Gobain employee, then the authentication shall occur through the standard Saint-Gobain SSO (Single Sign-On). 

Your access to and use of the Platform is also conditioned to Your acceptance of and compliance with the Privacy Policy of the Saint-Gobain Group. Our Privacy Policy describes Our policies and procedures on the collection, use and disclosure of Your personal information when You use the Platform and how the law protects You. Please read Our Privacy Policy carefully before using the Platform.

2. Access to the Platform

The access to the Platform shall be made through the Okta tool or any other applicable tool. 

When You ask for an access to the XR Platform and create an account on it, You must provide to GDI information that is accurate, complete, and current at all times. Failure to do so constitutes a breach of these Terms, which may result in immediate termination of Your account on the Platform.

You are responsible for saving the password (if any) that You use to access the Platform and for any activities or actions under Your password. You agree not to disclose Your password to any third party. In addition, You shall revise password or other authentication mechanism suspected of compromise. 

You must notify Us immediately upon becoming aware of any breach of security or unauthorized use of Your account.

Once You have access to the Platform, You shall be able to download the Framework via the GitLab on your own device. For that purpose, You shall be able to download a “Unity Package” in accordance with the requirements mentioned on the Platform. 

3. Restrictions of use within the Platform

As an Authorised User, You shall not: 

· Proceed with reverse engineering, decompilation, disassembly of the Platform,

· copy the Platform except where necessary to make a backup copy and provided that no backup copy was attached to the Platform when it was supplied;

· carry out any correction, modification, adaptation, arrangement, translation or reproduction of the licensed Platform;

· do anything unlawful, misleading or fraudulent or for an illegal or unauthorised purpose;

· transfer, sell, sublicense, transmit or provide the licensed Platform to any third party in any way;

· create derivative products from the Platform; 

· Upload or transmit (or attempt to upload or to transmit) viruses, Trojan horses, or other material, including excessive use of capital letters and spamming (continuous posting of repetitive text), that interferes with any party’s uninterrupted use and enjoyment of the Platform or modifies, impairs, disrupts, alters, or interferes with the use, features, functions, operation, or maintenance of the Platform.

4. Intellectual Property Rights 

4.1 Ownership of the XR Platform

The Platform, including its content and features, and its documentation, as well as any copy, remain the exclusive property of GDI, which retains ownership in accordance with the provisions of the French intellectual property code. 

You undertake not to develop or market solution likely to compete with it.

You may not modify the Platform, nor adapt it without the prior express written authorization of GDI.

4.2 Transfer of property of Applications created on the Platform

Any development made by the Authorised User shall be based on the downloaded Framework. Thus, ownership of the Applications and the Code pertaining the Application developed by an Authorised User and uploaded on the Platform shall be assigned gradually and automatically to the Affiliate upon delivery of such Application. 

However, an Affiliate shall grant to GDI a worldwide, non-transferable, non-sublicensable, perpetual and non-exclusive right to use the Application.

5. Changes to the Terms and Termination

GDI reserve the right, at its sole discretion, to modify or replace these Terms at any time. If a revision is material, GDI will make reasonable efforts to provide at least thirty (30) days' notice prior to any new terms taking effect. What constitutes a material change will be determined at GDI’s sole discretion.

By continuing to access or use Platform after those revisions become effective, You agree to be bound by the revised terms. If You do not agree to the new terms, in whole or in part, you shall not use the Platform.

We may terminate or suspend Your access to the Platform immediately, without prior notice or liability, if GDI suspects any breach of these Terms or if You breach these Terms.

Upon termination, Your right to use the Platform shall cease immediately.

6. Disclaimer

It is expressly agreed that, to the extent permitted by applicable law, use of the Platform is at sole risk of the Authorized User. 

To the maximum extent permitted by applicable law, the Platform is provided on an “as is” and “as available” basis, with all faults and without warranty of any kind.

GDI hereby disclaims all warranties and conditions with respect to the Platform, either express, implied or statutory, including but not limited to the implied warranties and/or conditions of merchantability, satisfactory quality, fitness for a particular purpose, accuracy, quiet enjoyment, and non-infringement of third-party rights. 

GDI does not warrant that the Platform (i) the Platform will meet requirements of Authorized User, (ii) the Platform will uninterrupted or error-free, (iii) the Platform will be compatible or work with any third-party software, applications or third-party services, or (iv) defects in the Platform will be corrected.

No oral or written information or advice given by GDI or GDI’s authorized representative shall create a warranty. 

7. Liability of Authorized Users

Authorized Users are responsible for any direct, material and immaterial, damage or loss they caused or alleged to be caused in connection with to GDI in the context of the use or misuse of the Platform and in the event of failure to respect the intellectual property rights of GDI and any third party.

8. Limitation of Liability

GDI shall not be responsible or liable, directly or indirectly, for any damages or loss (including direct, indirect, incidental, consequential and any and all other forms of damages or losses regardless of the form of the action or the basis of the claim) caused or alleged to be caused in connection with your use of the Platform or Code and Codes Bricks. 

In no event shall GDI’s total liability to You and any Authorized User for the use of the Platform for any and all damages exceed the amount of one thousand euros (1000€).
To clarify, we do not limit or exclude our liability:

· for personal injury or death resulting from our negligence;

· for fraud or fraudulent misrepresentation; or

· to the extent our liability cannot be limited or excluded under applicable law.

9. Personal Data Protection

GDI collects and processes your personal data for the purpose of granting an access to the Platform to You. 

To learn more about the processing of your personal data and to exercise your rights, refer to the detailed information notice: [link to the detailed notice].

10. Security 

You shall not: 

· Gain access to or use another person’s system, files, or data without permission (note that permission from an individual user may not be sufficient – some systems may require additional authority).

· Reveal a password or other authentication and authorization means to any other individual, even those claiming to be an IT support technician (over the phone or in person).

· Use computer programs to decode passwords or access-control information.

· Attempt to circumvent or subvert system or network security measures.

· Engage in any activity that is intended to harm systems or any information stored thereon, including creating or propagating malware, such as viruses, worms, or “Trojan horse” programs; disrupting services; damaging files; or making unauthorized modifications to GDI data.

· Make or use illegal copies of copyrighted software, store such copies on GDI systems, or transmit them over GDI networks.

· Use e-mail, social networking sites or tools, or messaging services in violation of laws or regulations or to harass or intimidate another person, for example, by broadcasting unsolicited messages, by repeatedly sending unwanted mail, or by using someone else’s name or User ID.  Waste shared computing or network resources, for example, by intentionally placing a program in an endless loop, printing excessive amounts of paper, or by sending chain letters or unsolicited mass mailings.

· Use GDI systems or networks for commercial purposes;

· Violate any applicable laws and regulations or GDI policies and procedures that govern the use of IT resources.

· Transmit commercial or personal advertisements, solicitations, endorsements, or promotions unrelated to the business of GDI.

· Send or receive high risk and/or confidential information via the Internet without making reasonable accommodations for the security of such information.

· Modify, without proper authorization, any of GDI’s information resources and technology, including the work products of others.

· Store confidential data on local drives, flash drives, or other portable or external media

11. Governing Law and dispute resolution 

The laws of France, excluding its conflicts of law rules, shall govern this Terms and Your use of the Platform. 

If You have any concern or dispute about the Platform, You agree to first try to resolve the dispute informally by contacting GDI at the address referenced below.

Any litigation must be brought before the competent courts of Paris, France.

12. Miscellaneous

12.1 Entire Agreement 
These Terms constitute the entire agreement of the parties hereto with respect to the subject matter hereof and supersede all prior agreements and undertakings, both written and oral, between the parties with respect to the subject matter hereof.

12.2 Severability

If any provision of these Terms is held to be unenforceable or invalid, such provision will be changed and interpreted to accomplish the objectives of such provision to the greatest extent possible under applicable law and the remaining provisions will continue in full force and effect.

12.3 Waiver

Except as provided herein, the failure to exercise a right or to require performance of an obligation under these Terms shall not affect a party's ability to exercise such right or require such performance at any time thereafter nor shall the waiver of a breach constitute a waiver of any subsequent breach.

12.4 Contacts

For any questions, please contact:

Laurent Francez: laurent.francez@saint-gobain.com
Thierry Voillequin: thierry.voillequin@saint-gobain.com
APPENDIX 2.A.

Detailed Information Notice

For the purpose of this detailed information notice, “You” shall designate the User of the XR Platform. 

The information in this notice is provided to you, insofar as it does not contravene any applicable local provisions.

XR PLATFORM
Last update: 07/02/2022
The purpose of this information notice, concerning the above-mentioned processing activity, is to provide you with all the information required by the applicable regulations on the protection of personal data and in particular by the General Data Protection Regulation (GDPR).

· Identity and contact details of the controller

GDI is the “data controller” of your personal data.
· Processing attributes

· Aims and purposes:

This processing activity has been set up to facilitate daily processes for employees, in particular, for the following detailed purposes:

· Execution of an agreement: for the purposes of creating an account on the GitLab and a OneDrive folder.
Your personal data will not be further processed in a manner incompatible with the purposes described above or under the collection forms.

· Legal basis of the processing operation:

Performance of the contract (article 6.1.b of the GDPR).

· Data and retention periods

	Data categories
	Data sources
	Retention periods

	· Name
	Before the Authorised User is provided with an Account.
	1 year plus the current year in active base. 

1 year of intermediate archiving for supporting documents.

Then the data are automatically purged. (?)

	· Professional email
	Before the Authorised User is provided with an Account.
	

	· Connection data
	Directly when the person is using the platform
	1 year from its deposit 


Where appropriate, persons shall be informed of the mandatory or optional nature of the data requested and of the consequences for them of failure to reply.

· Recipients

Authorized persons:

· Saint-Gobain employees who are given an access to the Platform

· Virtual Reality Agency’s employees who have an access to the Platform

· Data transfer outside the Union

The data processed in this activity may be transmitted to the authorized persons of the Saint-Gobain Group (click here to view the different countries in which the Group operates). The security and confidentiality of these transfers are contractually guaranteed by the presence of standard contractual clauses drawn up by the European Commission. 

· Rights of individuals

The regulations may allow you to exercise the following rights over your personal data:

· Right of access;

· Right of rectification;

· Right to erase;

· Right to limitation of processing;

· Right of opposition for legitimate reasons.

If, after contacting us, you consider that your rights are not respected or that this data processing does not comply with data protection rules, you have the right to lodge a complaint with your supervisory authority.

· Contact details of the person to contact

To exercise your rights or for any questions about the processing of your data within this system, please contact XXXXX.
· Additional information

The elements of this detailed information notice may change according to the requirements of applicable local law. 

In France, you have the right to define guidelines on the handling of your personal data after your death.

To find at any time the information relating to the protection of your personal data, go to your account on the platform.

ANNEX G: Licensing terms applicable to the Framework

These general terms and conditions for licensing of the Framework (hereinafter the “License Terms”) shall apply to all licenses granted by Saint-Gobain Digital & IT International (“GDI” or “Licensor”) to the Agency (the “Licensee”) for the use of the Framework. GDI and Agency shall each be a “Party” or the “Parties”, as the case may be. 
DEFINITIONS:

“Code”: shall mean a code written in a programming language that can be converted into an executable program. Code can be open-source code, free code or proprietary code.

“Codes Brick”: shall mean a combination of several Codes.

“GDI” or “GDI” shall mean Saint-Gobain Digital & IT International.

1. PURPOSE

The purpose of this License Terms is to define the terms and conditions under which GDI authorises the Authorised Users to download and use the Framework. These License Terms also define the licensing rights applicable to the Application developed on the basis of the Framework and the associated rights and obligations that apply accordingly. 

Any term(s) contained in Authorised User’s purchase order, terms of licensing, general terms and conditions, or any other form that is different from, or in addition to the Agreement; (i) shall not have any effect of modifying or adding any terms to the Agreement; and (ii) shall be for Parties’ internal purpose only. All capitalized terms have the same meaning as set forth in the Agreement.

2. TERM

These Terms shall be effective upon signature by an Agency of the Agreement (hereinafter “Effective Date”) and for the duration mentioned in the Agreement.

3. AUTHORIZED USERS

Only an Authorized User may (i) access the Platform in order to download the Framework, (ii) use the Framework to create an Application and (iii) download on the Platform the Application created.  

4. LICENSE TO USE 

GDI hereby grants to an Affiliate a personal, non-transferable and non-exclusive right and license to use the Framework (hereinafter the “License”).

5. INTELLECTUAL PROPERTY RIGHTS

5.1 Background

The Framework and its documentation, as well as any copy, remains the exclusive property of GDI, which retains ownership. 

Therefore, the License does not grant to Agency, nor to the Authorized Users, any intellectual property rights to the Framework, nor the Code or Codes Brick pertaining to the Framework. 

5.2 Applications

Applications are developed on the basis of the Framework. The ownership of the Applications, including the Codes and Bricks of Codes pertaining thereto, developed on the basis of the Framework, shall be automatically and gradually assigned to the Affiliate upon their creation. 

Notwithstanding the above, the Agency shall grant GDI a worldwide, perpetual and non-exclusive license to use such Application.

6. DISCLAIMER

It is expressly acknowledged and agree that, to the extent permitted by applicable law that use of the Framework is at sole risk of the Authorized User. 

To the maximum extent permitted by applicable law, the Framework is provided “as is” and “as available”, with all faults and without warranty of any kind.

GDI hereby disclaims all warranties and conditions with respect to the Framework, either express, implied or statutory, including but not limited to the implied warranties and/or conditions of merchantability, satisfactory quality, fitness for a particular purpose, accuracy, quiet enjoyment, and non-infringement of third-party rights. 

Should the Framework infringe any third-party rights and/or cause any direct and indirect damages including but not limited to intellectual, physical, material, immaterial, body injuries to anyone, Authorized User assume all entire liability and entire costs. 

No oral or written information or advice given by GDI or GDI’s authorized representative shall create a warranty. 

7. CONFIDENTIALITY

"Confidential Information" shall mean certain proprietary or confidential business or technical information disclosed or accessed by the respective Parties, from the Effective Date until the termination of these License Terms. Confidential Information may be transmitted on any kind of media including written documents, electronic and magnetic transmissions, orally or visually, without any requirement for marking of such Confidential Information.

During the term of these License Terms and for a period of five (5) years from the date of termination, the receiving Party shall protect received Confidential Information from disclosure to third parties with at least the same degree of care, but no less than a reasonable degree of care, as it uses to protect its own proprietary or confidential information of like kind from unauthorized use or disclosure. 

Confidential Information shall not include that part of such information which the receiving Party can demonstrate:

· was already known to the receiving Party at the time of receipt; or 

· was already in the public domain before the time of receipt, or entered into the public domain thereafter, through no act, involvement or fault of the receiving Party; or

· was directly or indirectly provided to the receiving Party by an independent third party on a non-confidential basis having the right to do so, or

· was independently developed by the receiving Party without the use of the Confidential Information.

8. MISCELLANEOUS

These License Terms represent the entire agreement between the Parties regarding the subject matter herein and supersedes all prior written and oral understandings relating to the subject matter herein. 

These License Terms may not be amended, modified, superseded or canceled except pursuant to a written instrument executed by duly authorized representatives of both Parties. Authorized User may not assign these License Terms without the prior written consent of GDI. 

No waiver of any of the provisions of these License Terms shall be deemed, or shall constitute, a waiver of any other provision, whether or not similar, nor shall any waiver constitute a continuing waiver. No waiver shall be binding unless executed in writing by the Party making the waiver. 

The failure of either Party at any time or times to require performance of any provision hereof shall in no manner affect its right at a later time to enforce such provision. If any provision hereof shall be found to be invalid or unenforceable, all of the other provisions shall nonetheless remain in full force and effect to the maximum extent permitted by law. 

9. DIVESTED AFFILIATES

In the event that an Affiliate is no longer an Affiliate of the Saint-Gobain Group (referred to as “Divested Affiliate”), such Divested Affiliate shall not be entitled to continue to use the Platform, the Framework nor the Application. 

10. LAW AND JURISDICTION

These License Terms are governed by the laws of France without regard to the choice of law principles and any dispute which cannot be solved amicably between the Parties within sixty (60) days shall be submitted to the competent courts of Paris, France.

Electronically signed in [City], on ………………… XXXX, 

Assignor

Assignee (Saint Gobain XXXXX) 



XXXXX 

Title

XXXXX 

Signature

Signature
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�Also, appendix 2.A that needs to be implemented on the Platform.


�optional


�Choose either one.


�To be adjusted depending on needs of the Customer.


�Or any type of governance chosen.


�To be discussed if applicable.


�To be deleted where necessary.


�Option to be chosen between the 2.


�To be completed. 


�Please replace with your entity’s email address for such purpose


�Please indicate whether the assignment shall be exclusive or not


�Also, appendix 2.A that needs to be implemented on the Platform.
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